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Introduction 


The PROTECT Our Children Act of 2008 requires that the Attorney General develop and 
implement a National Strategy for Child Exploitation Prevention and Interdiction (National 
Strategy). The first National Strategy was published in 2010. This, the second National Strategy, 
builds on that work. 


This National Strategy for Child Exploitation Prevention and Interdiction has described in detail 
the current efforts of the Department of Justice and its law enforcement partners to find, 
prosecute, and punish those who prey on the nation’s children. It has described, as well, efforts 
by those agencies and others to engage in public outreach and awareness to prevent children 
from being victimized in the first place, whether through enticement of the unwary on-line or 
through their exploitation on the streets of the nation’s cities. It addressed the unique 
circumstances that lead to child exploitation in Indian Country and the responses that are 
necessary to protect tribal victims. It further detailed the efforts by the Department and other 
agencies to provide services to children that account for the complex, intersecting, and long- 
lasting harms that exploitation causes. And it has forecast a future of greater technological and 
global threats. In order to face those threats, the National Strategy has outlined a series of goals 
for law enforcement, prosecutors, and victim service providers, among others, for protecting the 
nation’s children. Most importantly, the National Strategy reaffirms our unwavering commitment 
to ensuring that all children in America are able to reach their potential and are protected from 
violence and abuse. 


The National Strategy is a culmination of a year of discussions among members of an inter- 
agency working group convened by the National Coordinator for Child Exploitation Prevention 
and Interdiction at the Department of Justice (DOJ, or the Department). The National Strategy 
first discusses the work of federal law enforcement agencies and prosecutors since 2010, as well 
as other agencies and offices that play important roles in this work by supporting victims, 
providing grants to state, local, and tribal governments and non-profit partners, and educating the 
public about the dangers of child exploitation, and also the work of the non-governmental 
National Center for Missing & Exploited Children (NCMEC). Second, it provides a threat 
assessment that addresses the nature and scope of the problem and updates the assessment 
contained in the 2010 National Strategy. Third, it lays out plans for continuing the fight against 
child exploitation in four key areas: investigations and prosecutions; outreach and education; 
victim services; and policy initiatives. Fourth, the National Strategy has a section dedicated 
solely to child exploitation in Indian Country, as the issues there are often unique. Finally, a 
series of appendices include statistics on federal prosecutions; detailed tables of information on 
the Internet Crimes Against Children Task Force Program (ICAC program) funded by DOJ; 
research on child exploitation funded by DOJ; a summary of the survey on which the threat 
assessment is based; and the text of DOJ legislative proposals. Throughout the National Strategy 
case studies are included as examples of child exploitation prosecutions brought by DOJ. A 
review of efforts to combat child exploitation follows. 


Federal Bureau of Investigation (FBD 
The FBI leads Child Exploitation Task Forces (CETFs), collaborating with nearly 400 state, 
local, tribal, and federal law enforcement partners to identify and prosecute individuals and 


enterprises that sexually exploit children. The FBI also leads the Innocence Lost National 
Initiative (ILNI) to address the problem of children being recruited into prostitution by sex 
traffickers. Currently, the ILNI operates as part of 71 CETFs nationwide. Under the ILNI, the 
FBI conducts Operation Cross Country annually to recover children from sex traffickers and 
coordinate victim services for identified victims. 


The FBI also leads the Innocent Images National Initiative (IINI), a proactive, intelligence- 
driven, multi-agency investigative operation that focuses on combating the proliferation of child 
pornography and child sexual exploitation worldwide. The IINI provides centralized 
coordination and analysis of case information that is both national and international in scope. In 
Fiscal Year 2014 through 2015, the IINI program was credited with over 2,900 arrests and 2,200 
convictions involving the online sexual exploitation of children. In addition, the FBI operates a 
Child Sex Tourism (CST) Initiative targeting U.S. citizens who travel abroad to engage in sexual 
activity with children. Finally, the FBI operates a Child Abduction Rapid Deployment (CARD) 
Team to provide a nationwide resource to support child abduction and critically missing children 
investigations. 


The FBI’s work is supported by the Violent Crimes Against Children (VCAC) Intelligence Unit, 
which engages in intelligence collection, analysis, and dissemination; identifies VCAC threats, 
trends, and vulnerabilities; writes national-in-scope intelligence products; identifies intelligence 
gaps and collection requirements; and provides actionable intelligence to law enforcement, 
policy makers, non-governmental organizations, private industry, and the public to aid in the 
identification, recovery, and prevention of child victims. In addition, FBI’s Digital Analysis 
Research Center provides digital forensic extraction and analysis, testimony, and support to the 
FBI’s VCAC program. 


Department of Homeland Security (DHS)/U.S. Immigration and Customs Enforcement 
(ICE)/Homeland Security Investigations (HSI) 

ICE HSI’s child exploitation investigations focus on two areas of enforcement, under the 
auspices of what is known as Operation Predator: disruption and dismantlement of individuals 
and groups involved in: (1) the possession, receipt, distribution, transportation, advertisement, 
and production of child pornography; and (2) travel in foreign or interstate commerce to engage 
in illicit sexual conduct with minors. Since the launch of Operation Predator in 2003, ICE HSI 
has initiated over 35,000 criminal investigations and arrested over 16,000 individuals for crimes 
against children, including the production and distribution of online child exploitation material, 
traveling overseas for sex with minors, and sex trafficking of children. In fiscal year 2017, more 
than 2,700 child predators were arrested by HSI special agents under this initiative and more than 
900 victims identified or rescued. Also part of Operation Predator, ICE HSI’s Angel Watch is an 
international initiative to protect children from sexual predators who have been previously 
convicted of sex crimes against a child. ICE HSI strategically alerts foreign law enforcement 
partners through its ICE HSI Attaché offices of a convicted child predator’s intent to travel to 
their country. 


Key to ICE HSI’s fight against child exploitation is its Cyber Crimes Center (C3), Child 
Exploitation Investigations Unit (CEIU). The CEIU directs ICE HSI in its mission to investigate 
producers and distributors of child pornography, as well as individuals who travel abroad for the 
purpose of engaging in sex with minors. The CEIU employs the latest technology to collect 
evidence and track the activities of individuals and organized groups who sexually exploit 
children through the use of websites, chat rooms, newsgroups and peer-to-peer trading. The 
CEIU provides assistance to ICE HSI field offices, coordinates major investigations, and 
conducts undercover operations throughout the world to identify and apprehend violators. 


ICE HSI has also launched the Victim Identification Program to combine technological and 
investigative capabilities and resources to recover child victims of sexual exploitation. After the 
discovery of material that depicts an unidentified minor or minors being sexually abused, ICE 
HSI analyzes and enhances the material in order to identify clues that may lead to the identity of 
the victim, suspect, or geographic location. Another crucial program to help victims is “Project 
VIC,” launched in August 2012, by law enforcement agencies, technology firms, and non- 
governmental organizations to create efficiencies, adopt innovative technological solutions, and 
promote a victim-focused methodology to reduce backlogs in forensic analysis of images of 
sexual exploitation of children. Today, Project VIC has thousands of law enforcement users in 
the United States and 32 countries. 


U.S. Postal Inspection Service (USPIS) 

USPIS investigates sexual exploitation of children when it involves the U.S. mail. USPIS works 
closely on investigations with DOJ, and from 2010-2015, Postal Inspectors have arrested more 
than 500 offenders. Furthermore, a Postal Inspection Service analyst works out of a NCMEC 
facility, handling, among other duties, all evidence submissions by law enforcement agencies to 
NCMEC’s CVIP; receiving and coordinating thousands of requests by law enforcement for a 
review of images for known and identified victims; and handling CyberTipline reports made 
available to law enforcement that indicate the U.S. mail may have been used to facilitate any part 
of a child’s sexual exploitation. From 2010-2015, the USPIS analyst reviewed more than 
104,000 CyberTipline reports, 801 of which were distributed to Postal Inspectors for further 
action. 


U.S. Marshals Service (USMS) 

USMS plays a unique role in efforts to combat child exploitation though its fugitive 
apprehension program, Sex Offender Investigations Branch (SOIJB) investigations, and missing 
children recovery operations. Between May 1, 2010 and May 1, 2015, USMS received 
approximately ten thousand requests for assistance from law enforcement in fugitive cases 
involving the sexual exploitation of a child. USMS has apprehended approximately 9,000 of 
those fugitives. In addition, between May 1, 2010 and May 1, 2015, USMS investigators opened 
16,320 investigations of convicted sex offenders and arrested 2,671 individuals for violation of 
their federal sex offender registration obligations. USMS also works closely with NCMEC to 
recover missing and exploited children, and between May 1, 2010 and May 1, 2015, recovered 
427 children. 


DOJ’s Child Exploitation and Obscenity Section (CEOS) 

CEOS consists of 32 personnel, including 20 attorneys, a seven-person High Technology 
Investigative Unit (HTIU), an investigative analyst, a child victim-witness program coordinator, 
paralegals, and administrative staff. CEOS leads DOJ’s Criminal Division’s campaign against 
the sexual exploitation of children by shaping domestic and international policy, providing 
guidance and training to other prosecutors and law enforcement agents, identifying trends in 
online technology, initiating proactive national and international investigations, and employing 
first-of-their-kind investigative and prosecutorial tactics and techniques. In Fiscal Years 2013, 
2014, and 2015, CEOS spearheaded 14 national and international operations that have resulted in 
the investigation of more than 2,600 individuals in the United States and generated leads against 
more than 8,000 foreign suspects. 


CEOS’s HTIU provides critical case support for this work, both in individual cases and in 
systematically improving law enforcement’s response to these technological challenges. 
Examples of HTIU’s cutting-edge work include the development of a protocol to proactively 
mitigate offender’s use of encryption; the design of an efficient working model to handle cases 
with exceptionally large volumes of media; the development of forensic approaches to identify 
offenders who use mobile applications, and methods of conducting investigations on anonymous 
networks. 


CEOS partners with all U.S. Attorney’s Offices and federal law enforcement agencies, as well as 
foreign law enforcement, to operate nationally and transnationally, and with key non- 
governmental organizations, foreign governments (through bilateral and multilateral efforts, and 
through international police organizations such as INTERPOL and Europol) and foreign entities 
such as the G8, the Global Alliance Against Child Sexual Abuse Online, and WePROTECT. 
CEOS also engages the private sector in order to help technology companies find ways to fight 
child sexual exploitation. 


USS. Attorney’s Offices (USAOs) 

The 94 USAOs across the country prosecute crimes against children as part of the Project Safe 
Childhood (PSC) program. With support from the Executive Office for U.S. Attorneys (EOUSA) 
and CEOS, each U.S. Attorney guides the entire law enforcement community in his or her 
district to work as a cooperative team to combat sexual exploitation of children. First established 
in 2006 as a coordinated prosecution and training effort, PSC was initially focused on 
technology-facilitated crimes against children. In 2011, PSC was expanded from its original 
focus to include every type of federal crime involving sexual violence against children. 
Following the expansion, each U.S. Attorney conducted a threat assessment in his or her district 
and developed a strategic plan for addressing PSC crimes, which was coordinated through DOJ 
headquarters for consistency across all districts. These plans not only include ways to improve 
investigations and prosecutions of child sexual exploitation, but also address the integration of 
victim services and support into the PSC coalitions. Furthermore, each district’s victim 
assistance staff has been trained to ensure child victims have access to services aimed at 
addressing their unique and challenging needs and to coordinate their efforts with the Victim 
Assistance Specialists/Victim-Witness Coordinators within the PSC coalitions’ law enforcement 
agencies. As a result of the expanded PSC program, the number of federal child exploitation 
prosecutions has increased significantly, along with the number of federal, state, local, and tribal 


convictions, and the number of victims being identified. In Fiscal Year 2014, the 94 USAOs filed 
3,248 indictments against 3,422 defendants, representing a 31% increase over Fiscal Year 2010. 


INTERPOL Washington 

INTERPOL Washington, a component of DOJ, is designated by the Attorney General as the 
official U.S. representative to the International Criminal Police Organization (INTERPOL). As 
the national point of contact for INTERPOL in the United States, INTERPOL Washington 
routinely exchanges criminal investigative data with international counterparts on behalf of the 
more than 18,000 federal, state, local, and tribal law enforcement agencies in the United States. 
Its work in the fight against child exploitation includes tracking sex offenders, providing law 
enforcement agencies with international investigative assistance, supporting international efforts 
to locate and recover missing children, maintaining the INTERPOL International Child Sexual 
Exploitation Database of images to assist investigators, and issuing international alerts for child 
sex offenders. 


Bureau of Prisons (BOP) 

BOP houses a substantial number of individuals with a current or prior conviction for a sexual 
offense. As of January 1, 2016, such individuals comprise approximately 12.1% of the Bureau’s 
total population, including inmates who victimized children, adults, and, in many cases, both. 
The Bureau offers reentry programs which afford sexual offenders in Bureau institutions the 
opportunity to change their behavior patterns, thereby reducing criminality and recidivism and 
increasing the likelihood that they will become productive, law-abiding citizens. This approach is 
guided by a respect for victims of sexual abuse and is based upon the belief that treatment 
services for sexual offenders can increase their ability to live healthy, non-abusive lives with the 
ultimate goal of making communities safer. 


DOJ’s Office of Justice Programs (OJP) 

Within OJP, several offices address child exploitation matters. The Office of Juvenile Justice and 
Delinquency Prevention (OJJDP) provides national leadership, coordination, and resources to 
prevent and respond to juvenile delinquency and victimization. Among other responsibilities, 
OJJDP provides funding and training support for the ICAC program, a national network of 61 
coordinated task forces representing more than 3,500 federal, state, local and tribal law 
enforcement and prosecutorial agencies. These agencies are engaged in both proactive and 
reactive investigations, forensic examinations, and criminal prosecutions. By helping state, local 
and tribal agencies develop effective, sustainable responses to online child victimization— 
including responses to child sexual abuse images—the ICAC program has increased law 
enforcement’s capacity to combat technology-facilitated crimes against children at every level. 
In addition, in 2010, OJJDP added a new initiative to bring the ICAC program to Indian Country. 
Finally, because the Department understands that arrests alone cannot resolve the problem of 
technology-facilitated child sexual exploitation, the ICAC program is also dedicated to training 
law enforcement officers and prosecutors, as well as educating parents and youth about the 
potential dangers of online activity. 


The Bureau of Justice Assistance (BJA) supports law enforcement, courts, corrections, victim 
services, technology, and prevention initiatives that strengthen the nation’s criminal justice 
system. Since 2004, BJA has provided funding to more than 40 human trafficking task forces 


across the United States. Those task forces conducted nearly 5,544 investigations that resulted in 
charges against 1,558 traffickers. Among the 2,071 confirmed victims who were identified and 
recovered in the last five years were 1,052 minor victims. 


The National Institute of Justice (NIJ) is the research, development, and evaluation agency of 
the Department and is dedicated to researching crime control and justice issues. NIJ provides 
objective, independent, evidence-based knowledge and tools to meet the challenges of crime and 
justice, particularly at the state and local levels. NIJ supports a variety of research in the area of 
child exploitation. Specific NIJ research projects and findings are detailed in Appendix C. 


The Office for Victims of Crime (OVC) enhances the nation’s capacity to assist crime victims 
and to provide leadership in changing attitudes, policies, and practices to promote justice and 
healing for all victims. OVC administers the Crime Victims Fund, created by the 1984 Victims 
of Crime Act (VOCA), a major source of funding for victim services throughout the nation, 
including those in the area of child victimization and human trafficking. The Fund supports 
thousands of programs annually that represent millions of dollars invested in victim 
compensation and assistance in every U.S. state and territory, as well as training and 
demonstration projects designed to enhance the skills of those who provide services to victims. 
OVC also administers two major grant programs, supporting direct services to crime victims in 
every state, the District of Columbia, and five territories, and providing discretionary funds in 
various program areas to meet emerging needs and fill gaps in existing services. And OVC 
operates a Training and Technical Assistance Center that provides training opportunities for 
providers and advocates at all levels of victim services. OVC is currently implementing the 
strategic framework of its Vision 21 Report by launching new programs, expanding the scope of 
existing initiatives, and continuing collaboration with partner agencies and organizations to 
develop innovative projects to enhance victim services. 


The Bureau of Justice Statistics (BJS) is the principal federal statistical agency for criminal 
justice information. BJS released more than a dozen reports since 2011 with findings on victim 
services, child exploitation, and child pornography. 


The SMART Office administers the standards for the Sex Offender Registration and 
Notification Act (SORNA), providing jurisdictions with guidance regarding the implementation 
of SORNA, tracking important legislative and legal developments related to sex offenders, and 
spearheading sex offender management initiatives. In addition, the SMART Office provides 
technical assistance to territories, Indian tribes, federal, state, and local governments, and to 
public and private organizations. The SMART Office also responds to concerns from the public 
about sex offenders in their communities. 

Office of Community Oriented Policing Services (COPS) 


DOJ’s COPS has assisted in the development of various products to support law enforcement 
response to child exploitation. For example, COPS funded the International Association of 
Chiefs of Police to create series of training videos in which law enforcement officers 
demonstrate possible responses to various scenarios involving child sex trafficking. COPS 
funded the Texas Department of Public Safety to train patrol officers on the detection, 
interdiction, and recovery of child victims of crimes and the proper handling of these victims. 


And COPS worked with NCMEC to publish a guidebook entitled What You Need to Know 
About Background Screening. This guide provides information for measuring the effectiveness 
of applying background checks to youth-serving volunteers, which will help to minimize the risk 
to children, especially children that may be victimized and exploited. 

Department of Health and Human Services (HHS) 


HHS administers programs to prevent human trafficking, identify victims of trafficking, and 
provide services to survivors, which includes minor victims of commercial sexual exploitation. 
The Office on Trafficking in Persons (OTIP) was established in 2015 to combat human 
trafficking by supporting and leading systems that prevent trafficking through public awareness 
and protect victims through identification and assistance, helping them re-build their lives and 
become self-sufficient. OTIP is responsible for the development of anti-trafficking strategies, 
policies, and programs to prevent human trafficking, build health and human service capacity to 
respond to human trafficking, increase victim identification and access to services, and 
strengthen health and well-being outcomes of trafficking survivors. The Family and Youth 
Services Bureau (FYSB) supports projects to increase child sexual exploitation prevention and 
intervention within runaway and homeless youth programs, many of whom have experienced 
abuse and neglect and are at-risk for exploitation when living on the streets. The Children’s 
Bureau (CB) focuses on improving the lives of children and families through programs that 
reduce child abuse and neglect, increase the number of adoptions, and strengthen foster care. CB 
accomplishes these goals through, among other means, grant funding for service providers and 
production of guidance documents. 


President’s Interagency Task Force to Monitor and Combat Trafficking in Persons (PITF) 
The PITF, a Cabinet-level entity chaired by the Secretary of State, and the Senior Policy 
Operating Group (SPOG), consisting of senior officials designated by representatives of the 
PITF, help coordinate interagency policy initiatives to combat human trafficking, including the 
sex trafficking of children. Cabinet members meet in the PITF annually, while the same federal 
departments and agencies also convene more regularly in the SPOG and in its five committees. 
This coordination ensures a whole-of-government approach that addresses enforcement of 
criminal law, development of victim identification and protection measures, support for 
innovations in data gathering and research, education and public awareness, enhanced 
partnerships and research opportunities, strengthened policies on federal procurement, and 
strategically linked foreign assistance and diplomatic engagement. 


Department of Defense (DOD) 

Various agencies within DOD contribute to the fight against child exploitation through 
cooperation with civilian law enforcement agencies and other partners, as well as implementing 
policies within the military to prevent child exploitation by members of the Armed Services. 
Among other efforts, DOD supports child exploitation cases with criminal investigators from the 
Military Criminal Investigative Organizations (MCIOs) who review exploitation reports made 
available by NCMEC through the CyberTipline, conduct DOD database searches, and 
disseminate reports involving DOD personnel to the proper jurisdiction. 


Department of Education (ED) 

ED helps combat child exploitation by raising awareness about and trying to prevent domestic 
human trafficking and exploitation amongst school-aged youth. ED informs school leaders, 
faculty, and students about the problem; helps schools understand how the problem relates to 
teaching and learning and why it is important for schools to address it; embeds the issue in 
schools’ emergency operations and management planning; and works with other federal 
agencies, state and local agencies, and public sector stakeholders to develop and disseminate 
resource material. 


National Center for Missing & Exploited Children (NCMEC) 

NCMEC is a private, non-profit organization designated by Congress to serve as a national 
clearinghouse on issues related to missing and exploited children and works in cooperation with 
DOJ and other federal, state and local law enforcement, education and social service agencies, 
families and the public. 


NCMEC created the CyberTipline to serve as a centralized reporting mechanism for the public 
and electronic service providers to report suspected child sexual exploitation. Since 1998, the 
CyberTipline has handled more than 8.4 million reports—nearly half of those in 2015. NCMEC 
staff review the reports, analyze the content, add relevant publicly available information and 
make the report available to the appropriate international, state, federal, or local law enforcement 
agency for independent review and possible investigation. NCMEC’s Child Victim Identification 
Program (CVIP) was launched in 2002 to enable NCMEC staff to track child pornography 
images of children previously identified by law enforcement. Law enforcement officers submit 
copies of seized child pornography images to federal law enforcement agents working out of the 
NCMEC facility. CVIP analysts review the copies of the seized images and videos and 


determine which images contain previously identified child victims. Since 2002, NCMEC staff 
has reviewed more than 160 million images and videos. Many children have been recovered 
from ongoing exploitation as a result of CVIP’s technical assistance for law enforcement’s 
efforts to locate and recover child victims depicted in sexually exploitive images. NCMEC’s 
Child Sex Trafficking Team (CSTT) was launched in 2011 to further streamline the ability to 
make connections between cases of reported online child sex trafficking and active missing child 
ases. NCMEC’s CSTT consists of specialized Child Sex Trafficking Analysts, Missing Child 
Case Management teams, and a Child Sex Trafficking Specialist dedicated to supporting law 
enforcement, social service agencies, legal guardians and families working to locate, recover and 
support children victimized through sex trafficking. 


National Child Exploitation Threat Assessment 

The National Child Exploitation Threat Assessment in the 2010 National Strategy was the first 
national assessment by the federal government of the risks posed by child exploitation. The 2016 
assessment is based on a comprehensive survey of more than 1,000 investigators, law 
enforcement managers, prosecutors, analysts, victim service providers, and DOJ grant recipients. 
The survey focused on changes to the child sexual exploitation threat since the previous 
assessment and potential threats over the next five years. 


2016 estimates from the International Labor Organization indicate that there are 152 million 
children 5-17 years old in child labor, of which about 73 million are in hazardous labor that by 
its nature can have adverse effects on their health, safety, and moral development. Concerted 
efforts by governments, workers, and employers have resulted in a reduction of nearly 94 million 
children engaged in child labor in the last 15 years, which is a significant achievement. Still, far 
too many children today carry heavy loads and wield machetes on farms; scavenge in garbage 
dumps and are exposed to electronic waste; endure physical, emotional, and verbal abuse as 
domestic servants; and fight as child combatants in armed conflict. An estimated 25 million 
people are trapped in forced labor, including over 4 million children. Children and adults are 
forced to climb into mine shafts in search of diamonds and gold; are coerced, deceived, and 
trapped on fishing vessels by unscrupulous labor recruiters; and are forced to toil in the extreme 
heat of brick kilns to escape from a vicious cycle of bonded labor. 


Indian Country Law Enforcement Initiative 

In January 2010, the Deputy Attorney General announced DOJ’s Indian Country Law 
Enforcement Initiative, declaring public safety in tribal communities a top priority and outlining 
the responsibilities of the USAOs to federally recognized tribes in their districts. The 
memorandum identified, in particular, violence against children in Indian Country as a focus of 
these efforts. In partnership with tribes, the Department’s goal is to identify and implement 
solutions addressing immediate and long-term public safety challenges in Indian Country, 
particularly in the area of child exploitation. All USAOs with Indian Country responsibilities 
have at least one Tribal Liaison to serve as the primary point of contact with tribes in the district, 
and the Department’s Tribal Special Assistant U.S. Attorney (SAUSA) program provides for 
cross-deputized tribal prosecutors or tribal attorneys to prosecute crimes in both tribal court and 
federal court as appropriate. The Department also provides training and technical assistance to 
federal, state, and tribal law enforcement personnel as well as to key stakeholders involved in 


responding to child exploitation cases through NCMEC, the Tribal Child Protection in Indian 
Country program, the National AMBER Alert program, and the ICAC program. 


Tribes are included in PSC Coalitions, and the National Indian Country Training Initiative 
(NICTI), USAOs, the FBI, and the ICAC Task Forces are providing PSC training to tribal law 
enforcement. A number of tribes participate in ICAC Task Forces, either as formal permanent 
members of the task force on a case-by-case basis. 


The prevalence of contact offenses in Indian Country PSC cases raises unique challenges for law 
enforcement, as such crimes require different training and resources. Obstacles to prosecuting 
PSC crimes occurring in Indian Country may stem from a lack of trust in off-reservation 
authorities; a lack of witness cooperation due to the small size of the tribal community; loyalty to 
the tribal community; and fear of reprisal from suspects and families. There is often family 
pressure on child exploitation victims not to disclose or to recant allegations of abuse. These 
dynamics may result in a significant delay in the reporting of PSC crimes or those crimes going 
unreported. For this reason, training is a significant part of the Department’s forward-looking 
strategy in Indian Country. As noted above, the Department has instituted a robust training 
program for federal, state, local, and tribal criminal justice and social service professionals 
working in or with tribal communities. The NICTI, Amber Alert, and ICAC programs will 
continue to dedicate training efforts in support of law enforcement, prosecutors and investigators 
in Indian Country. DOJ will also continue to focus on inclusion of tribal and BIA law 
enforcement officers in ICAC Task Forces that are already in place in Indian Country. 


Child Pornography 

Child pornography is a form of child sexual exploitation. Federal law defines child pornography 
as any visual depiction of sexually explicit conduct involving a minor (persons less than 18 years 
old). Images of child pornography are also referred to as child sexual abuse images. 

Federal law prohibits the production, distribution, importation, reception, or possession of any 
image of child pornography. A violation of federal child pornography laws is a serious crime, 
and convicted offenders face fines severe statutory penalties 


Because the term “child pornography” is used in federal statutes, it is also commonly used by 
lawmakers, prosecutors, investigators, and the public to describe this form of sexual exploitation 
of children. However, this term fails to describe the true horror that is faced by countless children 
every year. The production of child pornography creates a permanent record of a child’s sexual 
abuse. When these images are placed on the Internet and disseminated online, the victimization 
of the children continues in perpetuity. Experts and victims agree that victims depicted in child 
pornography often suffer a lifetime of re-victimization by knowing the images of their sexual 
abuse are on the Internet forever. The children exploited in these images must live with the 
permanency, longevity, and circulation of such a record of their sexual victimiza-tion. This often 
creates lasting psychological damage to the child, including disruptions in sexual development, 
self-image, and developing trusting relationships with others in the future. 


The expansion of the Internet and advanced digital technology lies parallel to the explosion of 
the child pornography market. Child pornography images are readily available through virtually 
every Internet technology, including social networking websites, file-sharing sites, photo-sharing 
sites, gaming devices, and even mobile apps. Child pornography offenders can also connect on 
Internet forums and networks to share their interests, desires, and experiences abusing children, 
in addition to selling, sharing, and trading images. 


These online communities have promoted communication and collaboration between child 
pornography offenders, thereby fostering a larger relationship premised on a shared sexual 
interest in children. This has the effect of eroding the shame that typically would accompany this 
behavior, as well as desensitizing those involved to the physical and psychological damage 
caused to the child victims. For this reason, online communities attract and encourage new 
individuals to join them in the sexual exploitation of children. 


The methods many offenders use to evade law enforcement detection have also become 
increasingly sophisticated. Purveyors of child pornography continue to use various encryption 
techniques and anonymous networks on “The Dark Internet’, attempting to hide their amassed 
collections of illicit child abuse images. Several sophisticated online criminal organizations have 
even written security manuals to ensure that their members follow preferred security protocols 
and encryption techniques in an attempt to evade law enforcement and facilitate the sexual abuse 
of children. 


Unfortunately, no area of the United States or country in the world is immune from individuals 
who seek to sexually exploit children through child pornography. The continuous production and 
distribution of child pornography increases the demand for new and more egregious images, 
perpetuating the continued molestation of child victims, as well as the abuse of new children. 


It is important to distinguish child pornography from the more conventional understanding of the 
term pornography. Child pornography is a form of child sexual exploitation, and each image 
graphically memorializes the sexual abuse of that child. Each child involved in the production of 
an image is a victim of sexual abuse. 


While some child sexual abuse images depict children in great distress and the sexual abuse is 
self-evident, other images may depict children that appear complacent. However, just because a 
child appears complacent does not mean that sexual abuse did not occur. In most child 
pornography cases, the abuse is not a one-time event, but rather ongoing victimization that 
progresses over months or years. It is common for producers of child pornography to groom 
victims, or cultivate a relationship with a child and gradually sexualize the contact over time. 
The grooming process fosters a false sense of trust and authority over a child in order to 
desensitize or break down a child’s resistance to sexual abuse. Therefore, even if a child appears 
complacent in a particular image, it is important to remember that the abuse may have started 
years before that image was created. 


Furthermore, victims of child pornography suffer not just from the sexual abuse inflicted upon 
them to produce child pornography, but also from knowing that their images can be traded and 
viewed by others worldwide. Once an image is on the Internet, it is irretrievable and can continue 
to circulate forever. The permanent record of a child’s sexual abuse can alter his or her live 
forever. Many victims of child pornography suffer from feelings of helplessness, fear, 
humiliation, and lack of control given that their images are available for others to view in 


perpetuity. 


Unfortunately, emerging trends reveal an increase in the number of images depicting sadistic and 
violent child sexual abuse, and an increase in the number of images depicting very young 
children, including toddlers and infants. 


The Child Exploitation and Obscenity Section (CEOS) works to deter and eradicate the 
production, distribution and possession of child pornography. CEOS attorneys work with the 
High Technology Investigative Unit (HTIU), the Federal Bureau of Investigation (FBI), United 
States Attorney’s Offices throughout the country, and the National Center for Missing & 
Exploited Children (NCMEC) to vigorously combat this growing problem by investigating and 
prosecuting violators of federal child pornography laws. In addition, CEOS attorneys work with 
law enforcement personnel to identify and rescue victims of child pornography from continued 
abuse. 


The use of the Internet to commit child pornography offenses has blurred traditional notions of 
jurisdiction. CEOS maintains a coordinated, national-level law enforcement focus to help 
coordinate nationwide and international investigations and initiatives. 


Furthermore, CEOS attorneys and HTIU computer forensic specialists travel all over the world 
to conduct and participate in trainings for investigators, law enforcement personnel, and others 
involved in efforts to investigate and prosecute child pornography offenders. CEOS also designs, 


implements, and supports law enforcement strategies, legislative proposals, and policy initiatives 
relating to federal child pornography laws. 


CEOS and its High Technology Investigative Unit (HTIU), created in 2002, are the nation’s 
experts in prosecuting child exploitation cases, and in investigating high-technology child 
exploitation crimes. CEOS attorneys and HTIU computer forensic specialists help lead the 
Department of Justice’s efforts to continuously improve the enforcement of federal child 
exploitation laws and prevent the exploitation of children. CEOS attorneys and HTIU computer 
forensic specialists investigate and prosecute defendants who have violated federal child 
exploitation laws and also assist the 94 United States Attorney Offices in investigations, trials, 
and appeals related to these offenses. 


In addition, CEOS attorneys and HTIU computer forensic specialists perform other vital 
functions within the Criminal Division of the Department of Justice, including providing advice 
and training to federal prosecutors, law enforcement personnel and government officials, and 
participating in national and international meetings on training and policy development. CEOS 
also works to develop and refine proposals for prosecution policies, legislation, government 
practices, and agency regulations. In all aspects of their work, CEOS attorneys and HTIU 
computer forensic specialists seek to blend investigative and prosecutorial experience with 
policy expertise in order to create innovative solutions to the threats posed by those who violate 
federal child exploitation laws. 


U.S. Laws on Child Exploitation 


18 U.S.C. § 2251- Sexual Exploitation of Children 
18 U.S.C. § 2251A- Selling and Buying of Children 


18 U.S.C. § 2252- Certain activities relating to material involving 
the sexual exploitation of minors 


18 U.S.C. § 2252A- certain activities relating to material 
constituting or containing child pornography 


18 U.S.C. § 2256- Definitions 


18 U.S.C. § 2260- Production of sexually explicit depictions of a 
minor for importation into the United States 


Images of child pornography are not protected under First Amendment rights, and are illegal 
contraband under federal law. Section 2256 of Title 18, United States Code, defines child 
pornography as any visual depiction of sexually explicit conduct involving a minor (someone 
under 18 years of age). Visual depictions include photographs, videos, digital or computer 
generated images indistinguishable from an actual minor, and images created, adapted, or 
modified, but appear to depict an identifiable, actual minor. Undeveloped film, undeveloped 
videotape, and electronically stored data that can be converted into a visual image of child 
pornography are also deemed illegal visual depictions under federal law. 


Notably, the legal definition of sexually explicit conduct does not require that an image depict a 
child engaging in sexual activity. A picture of a naked child may constitute illegal child 
pornography if it is sufficiently sexually suggestive. Additionally, the age of consent for sexual 
activity in a given state is irrelevant; any depiction of a minor under 18 years of age engaging in 
sexually explicit conduct is illegal. 


Federal law prohibits the production, distribution, reception, and possession of an image of child 
pornography using or affecting any means or facility of interstate or foreign commerce (See 18 
U.S.C. § 2251; 18 U.S.C. § 2252; 18 U.S.C. § 2252A). Specifically, Section 2251 makes it 
illegal to persuade, induce, entice, or coerce a minor to engage in sexually explicit conduct for 
purposes of producing visual depictions of that conduct. Any individual who attempts or 
conspires to commit a child pornography offense is also subject to prosecution under federal law. 


Federal jurisdiction is implicated if the child pornography offense occurred in interstate or 
foreign commerce. This includes, for example, using the U.S. Mails or common carriers to 
transport child pornography across state or international borders. Additionally, federal 
jurisdiction almost always applies when the Internet is used to commit a child pornography 
violation. Even if the child pornography image itself did not travel across state or international 
borders, federal law may be implicated if the materials, such as the computer used to download 
the image or the CD-ROM used to store the image, originated or previously traveled in interstate 
or foreign commerce. 


In addition, Section 2251A of Title 18, United States Code, specifically prohibits any parent, 
legal guardian or other person in custody or control of a minor under the age of 18, to buy, sell, 
or transfer custody of that minor for purposes of producing child pornography. 


Lastly, Section 2260 of Title 18, United States Code, prohibits any persons outside of the United 
States to knowingly produce, receive, transport, ship, or distribute child pornography with intent 
to import or transmit the visual depiction into the United States. 


Any violation of federal child pornography law is a serious crime, and convicted offenders face 
severe statutory penalties. For example, a first time offender convicted of producing child 
pornography under 18 U.S.C. § 2251, face fines and a statutory minimum of 15 years to 30 years 
maximum in prison. A first time offender convicted of transporting child pornography in 
interstate or foreign commerce under 18 U.S.C. § 2252, faces fines and a statutory minimum of 5 
years to 20 years maximum in prison. Convicted offenders may face harsher penalties if the 
offender has prior convictions or if the child pornography offense occurred in aggravated 
situations defined as (1) the images are violent, sadistic, or masochistic in nature, (ii) the minor 
was sexually abused, or (iit) the offender has prior convictions for child sexual exploitation. In 
these circumstances, a convicted offender may face up to life imprisonment. 


The producers and consumers of child pornography operate in the shadows, and anonymous 
Internet networks such as Tor often allow them to carry out their illicit activities without fear of 
being unmasked and caught. Below is a glimpse of the enormity of the problem (compiled in a 


2016 report to Congress by the Department of Justice called The National Strategy for Child 
Exploitation Prevention and Interdiction: 


The FBI’s analysis of one particularly egregious website on Tor found that it hosted 
approximately 1.3 million images depicting children subjected to violent sexual abuse. 
Analysis of these specific files identified at least 73 new victims previously unknown to 
law enforcement. 

NCMEC estimated that more than 26 million sexual abuse images and videos were 
reviewed by their analysts in 2015. Additionally, NCMEC reported that since 2002, more 
than 10,500 victims depicted in child pornography have been located and identified by 
law enforcement. According to NCMEC, 4.4 million CyberTipline reports were 
submitted in 2015. 

Between 2011 and 2014, researchers from the University of Massachusetts-Amherst 
looked at five of the most common peer to peer (P2P) networks used to trade child 
pornography. They estimated that three in 10,000 Internet users on these five P2P 
networks worldwide were sharing known child pornography in a given month. They also 
estimated there were 840,000 worldwide unique installations per month of P2P programs 
sharing child pornography, thus indicating a significant volume of new devices trading 
confirmed child pornography that connected to at least one of the P2P networks analyzed 
for the first time. 

An FBI investigation of a single website hosted on Tor had approximately 200,000 
registered users and 100,000 individuals had accessed the site during a 12-day period. 


Child Sex Trafficking 


Child sex trafficking refers to the recruitment, harboring, transportation, provision, obtaining, 
patronizing, or soliciting of a minor for the purpose of a commercial sex act. Offenders of this 
crime who are commonly referred to as traffickers, or pimps, target vulnerable children and gain 
control over them using a variety of manipulative methods. Victims frequently fall prey to 
traffickers who lure them in with an offer of food, clothes, attention, friendship, love, and a 
seemingly safe place to sleep. After cultivating a relationship with the child and engendering a 
false sense of trust, the trafficker will begin engaging the child in prostitution, and use physical, 
emotional, and psychological abuse to keep the child trapped in a life of prostitution. It is 
common for traffickers to isolate victims by moving them far away from friends and family, 
altering their physical appearances, or continuously moving them to new locations. Victims are 
heavily conditioned to remain loyal to the trafficker and to distrust law enforcement. No child is 
immune to becoming a victim of child sex trafficking, regardless of the child’s race, age, 
socioeconomic status, or location, and every child involved in this form of commercial sexual 
exploitation is a victim. 


Technological advances, in particular the Internet and mobile devices, have facilitated the sex 
trafficking of children by providing a convenient worldwide marketing channel. Individuals can 
now use websites and social media to advertise, schedule, and purchase sexual encounters with 
minors. The Internet and mobile devices also allow pimps and traffickers to reach a larger 
clientele base than in the past, which may expose victims to greater risks and dangers. 


Child sex trafficking investigations present unique challenges to law enforcement and require a 
robust multijurisdictional response, with multiple agencies playing a critical role in ensuring the 
protection of victims and effective prosecution of offenders. The method by which most 
traffickers identify, recruit, market, and maintain their victims results in a unique combination of 
sustained violent criminal behavior with reluctant victims and witnesses. Although interviews of 
sex trafficking victims frequently identify traffickers and other accomplices, some child victims 
may resist identifying their traffickers because of fear or other means of manipulation that the 
pimp has exercised over them. Furthermore, the victim may only know their traffickers’ street 
name and cannot fully identify their traffickers. 


Child sex trafficking victims are often not recognized as victims and may be arrested and jailed. 
The dangers faced by these children—from the traffickers, their associates, and from 
customers—are severe. These children become hardened by the treacherous environment in 
which they must learn to survive. As such, they do not always outwardly present as sympathetic 
victims. They also frequently suffer from short-term and long-term psychological effects such 
as depression, self-hatred, and feelings of hopelessness. These child victims also need 
specialized services that are not widely available given they often have illnesses, drug addictions, 
physical and sexual trauma, lack of viable family and community ties, and total dependence— 
physical and psychological—on their abusers. 


International Sex Trafficking of Minors 

One form of sex trafficking involves the cross border transportation of children. In these 
situations, traffickers recruit and transfer children across international borders in order to 
sexually exploit them in another country. The traffickers can be individuals working alone, 


organized crime groups, enterprises, or networks of criminals working together to traffic children 
into prostitution across country lines. 


This form of sex trafficking is a problem in the United States, and recovered victims originate 
from all over the world, including less-developed areas, such as South and Southeast Asia, 
Central America, and South America, to more developed areas, such as Western Europe. Once in 
the United States, a child may be trafficked to any or multiple states within the country. These 
victims are often trafficked far from home, and thrown into unfamiliar locations and culture. 
They may be given a false passport or other documentation to conceal their age and true identity. 
They may also struggle with the English language. All these factors make it extremely difficult 
for these children to come forward to law enforcement. 


In addition, many foreign victims originate from nations that suffer from poverty, turbulent 
politics and unstable economics. Children from these countries are seen as easy targets by 
traffickers because they face problems of illiteracy, limited employment opportunities, and bleak 
financial circumstances in their home country. It is not uncommon for a foreign victim to be 
coerced by a trafficker under false pretenses. The child is told that a better life or job opportunity 
awaits them in the United States. However, once in the United States they are introduced into a 
life of prostitution controlled by traffickers. 


Domestic Sex Trafficking of Minors 

The United States not only faces a problem of foreign victims trafficked into the country, but 
there is also a homegrown problem of American children being recruited and exploited for 
commercial sex. Under federal law, a child does not need to cross international or even state 
borders to be considered a victim of commercial sexual exploitation, and unfortunately, 
American children are falling victim to this crime within the United States. 


Pimps and traffickers sexually exploit children through street prostitution, and in adult night 
clubs, illegal brothels, sex parties, motel rooms, hotel rooms, and other locations throughout the 
United States. Many recovered American victims are street children, a population of runaway or 
throwaway youth who often come from low income families, and may suffer from physical 
abuse, sexual abuse and family abandonment issues. This population is seen as an easy target by 
pimps because the children are generally vulnerable, without dependable guardians, and suffer 
from low self-esteem. Victims of the prostitution of children, however, come from all 
backgrounds in terms of class, race, and geography (i.e. urban, suburban, and rural settings). 


Often in domestic sex trafficking situations, pimps will make the child victim feel dependent on 
prostitution for life necessities and survival. For example, a pimp will lure a child with food, 
clothes, attention, friendship, love, and a seemingly safe place to stay. After cultivating a 
relationship with a child and engendering a false sense of trust, the pimp will begin engaging the 
child in prostitution. It is also common for pimps to isolate victims by moving them far away 
from friends and family, altering their physical appearances, or continuously moving victims to 
new locations. In many cases, victims become so hardened by the environment in which they 
must learn to survive that they are incapable of leaving the situation on their own. 


Child Victims of Prostitution 

The term prostitution can delude or confuse one’s understanding of this form of child sexual 
exploitation. It is important to emphasize that the children involved are victims. Pimps and 
traffickers manipulate children by using physical, emotional, and psychological abuse to keep 
them trapped in a life of prostitution. It is not uncommon for traffickers to beat, rape, or torture 
their victims. Some traffickers also use drugs and alcohol to control them. 


Technological advances, in particular the Internet, have facilitated the commercial sexual 
exploitation of children by providing a convenient worldwide marketing channel. Individuals can 
now use websites to advertise, schedule, and purchase sexual encounters with minors. The 
Internet and web-enabled cell phones also allow pimps and traffickers to reach a larger clientele 
base than in the past, which may expose victims to greater risks and dangers. 


In addition, many child victims suffer from physical ailments, including tuberculosis, infections, 
drug addition, malnutrition, and physical injuries resulting from violence inflicted upon them. 
Venereal diseases also run rampant. Children may also suffer from short-term and long-term 
psychological effects such as depression, low self-esteem, and feelings of hopelessness. 


CEOS’s Role 

CEOS attorneys work with the High Technology Investigative Unit (HTIU), the Federal Bureau 
of Investigation (FBI), United States Attorney’s Offices around the country, and other state and 
local parties to investigate and prosecute cases arising under federal statutes prohibiting the 
prostitution of children. CEOS works to not only punish and jail offenders, but to protect the 
rights and welfare of the children involved. 


In addition, CEOS maintains a coordinated, national-level law enforcement focus, and helps 
coordinates nationwide and international investigations and initiatives. CEOS attorneys travel all 
over the country to conduct trainings for investigators, law enforcement personnel and others 
involved in efforts to eradicate this crime. Moreover, CEOS designs, implements, and supports 
law enforcement strategies, legislative proposals, and policy initiatives relating to federal laws 
prohibiting the prostitution of children. 


U.S. Laws on Child Sex Trafficking 


18 U.S.C § 1591- Sex trafficking of children or by force, fraud, or 
coercion 


18 U.S.C. § 2421- Transportation generally 


18 U.S.C. § 2422- Coercion and enticement 
18 U.S.C. § 2423- Transportation of minors 


18 U.S.C. § 2425- Use of interstate facilities to transmit 
information about a minors 


The prostitution of children is prohibited by 18 U.S.C. § 1591. This statute makes it a federal 
offense to knowingly recruit, entice, harbor, transport, provide, obtain, or maintain a minor 
(defined as someone under 18 years of age) knowing or in reckless disregard of the fact that the 
victim is a minor and would be caused to engage in a commercial sex act. “Commercial sex act” 
is defined very broadly to include “any sex act, on account of which anything of value is given to 
or received by any person.” In other words, it is illegal both to offer and to obtain a child, and 
cause that child to engage in any kind of sexual activity in exchange for anything of value, 
whether it be money, goods, personal benefit, in-kind favors, or some other kind of benefit. 
Section 1591 also makes it a crime for individuals to participate in a business venture that 
obtains minors and causes them to engage in commercial sex acts. 


Section 1591 is called “Sex trafficking of children or by force, fraud, or coercion.” Most people 
think of “trafficking” as involving movement across state or international borders. However, 
Section 1591 does not require proof that either the defendant or victim crossed state or 
international lines. 


When the victim is a minor, Section 1591 does not require proof that the defendant used force, 
threats of force, fraud, or coercion, or any combination of those means, to cause the minor to 
engage in a commercial sex act. 


Section 1591 applies equally to American children (U.S. citizens or residents) who are 
prostituted within the United States, as well as foreign nationals (persons not a U.S. citizen or 
resident) who are brought into the United States and are then caused to engage in prostitution. 
The law also criminalizes any person who conspires or attempts to commit this crime. 


If the victim was under the age of 14 or if force, fraud, or coercion were used, the penalty is not 

less than 15 years in prison up to life. If the victim was aged 14-17, the penalty shall not be less 

than 10 years in prison up to life. Anyone who obstructs or attempts to obstruct the enforcement 
of this statute faces as many as 20 years imprisonment. Defendants who are convicted under this 
statute are also required to pay restitution to their victims for any losses they caused. 


In addition, 18 U.S.C. §§ 2421 — 2423 criminalize a variety of activities pertaining to the 
prostitution of children. For example, Section 2421 and 2423(a) make it a crime to transport an 
individual or a minor across state lines for the purpose of prostitution or any other illegal sexual 
activity. Unlike 18 U.S.C. § 1591, both of those statutes do require proof that the victim crossed 
a State line. If a minor is transported across state lines in violation of Section 2423(a), the penalty 
is not less than 10 years in prison, up to life. 


Section 2422(b) makes it a crime to use the U.S. Mail or certain technology, such as the Internet 
or the telephone (whether mobile or a land line), to persuade, induce, entice, or coerce a minor to 
engage in prostitution or any other illegal sexual activity. For example, it is a federal crime for an 
adult to use the mail, a chat room, email, or text messages to persuade a child to meet him or her 
to engage that child in prostitution or other illegal sexual activity. Under this statute, it is not 
necessary to prove that either the defendant or the victim crossed state lines. The penalty for this 
offense is not less than ten years in prison, up to life. Finally, 18 U.S.C § 2425 makes it illegal 
for any person to use the mail, telephones, or the Internet, to knowingly transmit the name, 


address, telephone number, social security number, or email address of a child under the age of 
16 with intent to entice, encourage, offer, or solicit any person to engage in criminal sexual 
activity. This offense is punishable by up to five years in prison. 


Child Support Enforcement 


Child support enforcement matters are generally handled by state and local authorities, and not 
by the federal government. Only in very limited circumstances is federal jurisdiction implicated 
in a child support matter. For this reason, child support issues should be reported to state and 
local law enforcement authorities. 


There are a variety of state civil and criminal remedies for collecting child support. In each state 
there are agencies, known as "Title [V-D" agencies, which are required by federal law to provide 
child support enforcement services to anyone who requests such services 


Federal child support enforcement became possible with the passage of the Child Support 
Recovery Act (CSRA) in 1992. The CSRA aimed to deter non-payment of State ordered support 
obligations through prosecution of the most egregious offenders. While federal prosecution 
efforts were successful under the CSRA, some law enforcement agencies found that the simple 
misdemeanor penalties provided for under the Act did not have the force to deter the most 
serious violators. The problem with enforcement under the CSRA was remedied with the passage 
of the Deadbeat Parents Punishment Act (DPPA) in 1998. This Act created new categories of 
federal felonies for the most egregious child support violators. 


Federal law makes it illegal for an individual to willfully fail to pay child support as ordered by a 
court in certain circumstances. Convicted offenders may face fines and imprisonment. 


Section 228 of Title 18, United States Code, makes it illegal for an individual to willfully fail to 
pay child support in certain circumstances. 


For one, an individual is subject to federal prosecution if he or she willfully fails to pay child 
support that has been ordered by a court for a child who lives in another state, or if the payment 
is past due for longer than 1 year or exceeds the amount of $5,000. A violation of this law is a 
criminal misdemeanor, and convicted offender face fines and up to 6 months in prison (See 18 
U.S.C. § 228(a)(1)). 


If, under the same circumstances, the child support payment is overdue for longer than 2 years, 
or the amount exceeds $10,000, the violation is a criminal felony, and convicted offenders face 
fines and up to 2 years in prison (See 18 U.S.C.§ 228(a)(3)). 


Lastly, this statute prohibits individuals obligated to pay child support from crossing state lines 
or fleeing the country with the intent to avoid paying child support that has either been past due 
for more than | year or exceeds $5,000. (See 18 U.S.C. § 228(a)(2)). Any individual convicted of 
this crime may face up to 2 years in prison. 


Notably, other than in the specific circumstances aforementioned, child support enforcement 
issues are handled by state and local authorities, and not by the federal government. Furthermore, 
all child support enforcement matters must be addressed at the local or state level before 
concerns can be raised at the federal level. 


Under provisions of the Personal Responsibility and Work Opportunity Reconciliation Act of 
1996, Congress required the use of a standard withholding process to increase child support 
collections for all families, promote self sufficiency for low-income families, and reduce the 
burden on employers. States were also required to establish and maintain a state disbursement 
unit to receive child support payments from employers and other sources (1) for all IV-D cases 
and (2) for all non-IV-D cases with support orders initially issued on or after January 1, 1994 
payable through income withholding. 


The most effective way to collect child support is through income withholding. Attorneys, 
courts, custodial parents or their representatives, and state child support agencies issue income 
withholding orders to employers or income providers directing them to withhold child support 
from the noncustodial parent’s income and forward it to the appropriate agency or party. In 
2013, over 70 percent of all child support collected was through income withholding. 


Spousal support may be collected with child support when included in the same order. Prior to 
1981, state child support agencies could enforce, collect, and distribute only child support 
payments. This led to difficulties as the Social Security Act required that spousal support be sent 
to the state agency if the family received public assistance. The Omnibus Budget Reconciliation 
Act of 1981 allowed state child support agencies to process spousal support when it was ordered 
with child support in public assistance cases. The Tax Equity and Fiscal Responsibility Act of 
1982 expanded that authority to include non-public assistance cases. More information on the 
legislative history of collecting support for adults is available in Action Transmittal-83-02, Final 
Rule with Comment Period: Collection of Support for Certain Adults. 


Judges, hearing officers, private attorneys, and clerks of court should be aware of the following 
information when entering orders for income withholding: 


All child support orders entered after 1994 must have a provision for immediate income 
withholding unless there is a written agreement between the parties for an alternate arrangement 
(e.g., direct payment), or good cause exists. 


Income withholding orders (IWOs) must be on a standard form approved by the Office of 
Management and Budget (OMB). This requirement applies both to IV-D and non-IV-D cases. 
TWOs may be returned if not on the standard form. 


The IWO form is the correct form to use if child and spousal support are combined in one order 
since both types of payments can be withheld by employers, sent to the state disbursement unit 
(SDU), and then disbursed to the custodial parties. 


Courts and attorneys should use the appropriate state-specific form when ordering employers or 
income withholders to garnish spousal support that is not combined with child support. 

Child support and spousal support payments made through income withholding must be sent to 
the SDU. This requirement applies to all orders entered or modified after January 1, 1994, 
including those in private cases not enforced by the state child support agency. Any IWO that 
does not direct an employer or income withholder to send payments to the SDU is not "regular 
on its face" and will be returned to the sender. 


The IWO includes a "remittance identifier". This is the number needed by the SDU to process 
payments in a correct and timely manner and may be different from the case identifier. Courts 
should work with their local child support agency or SDU to obtain the remittance identifier for 
an order for a non-IV-D case. See SDU 


Employers withhold about 75 percent of all child support collections nationwide and frequently 
have questions about how to implement income withholding orders ([WOs). The questions and 
answers below offer helpful information to employers about Implementing [WOs. 


What should I do if the employee tells me the withholding is for the wrong amount or that no 
income should be withheld? 


You should explain that by law, until otherwise notified, an employer must comply with the 
terms of the withholding order as issued. If your employee disagrees with the withholding, he or 
she should contact the state child support agency or court that issued the order. 


How will I know when to stop withholding child support from an employee’s wages? 


You must continue withholding until the child support agency, court, or other sender notifies 
you to change or stop the withholding. 


What does "regular on its face" mean in the instructions of the WO? 


"Regular on its face" means that any reasonable person would think the [WO is valid. The 
Instructions for the [WO form clarify this term by saying that an [WO is regular on its face 
when: 

it is payable to the state disbursement unit; 

a copy of the underlying child support order containing an income withholding clause is 
included, if the [WO is sent by anyone other than a state/tribal [V-D agency or a court; 

the amount to withhold is a dollar amount; 

the text of the form has not been changed and invalid information has not been entered; 

the order of the text on the OMB-approved [WO form has not been changed, and 

OMB 0970-0154 is listed on the form; and 

it contains all of the necessary information to process the [WO. 


May I garnish a commission earned by my employee if I receive an income withholding for 
child support? 


Yes. You may garnish commissions. You can find state-specific information on the State 
Income Withholding Contacts and Program Information matrix. 


Should I withhold child support from Federal Work Study (FWS) grants? 


No. FWS grants from the Department of Education are exempt from child support withholding. 
The statutory basis exempting such educational grants is found at 20 U.S.C.1095a (d), and such 
grant monies are not subject to the "inclusive" provisions of 42 U.S.C. 659 and 5 CFR 581. 


May I withhold an additional amount above the CCPA limit if the employee requests it? 


Yes, you may withhold additional amounts above the CCPA limit, depending on company 
policy and state law. If you choose not honor the request, the employee may send additional 
payments to the child support agency to pay arrears or avoid accruing overdue payments. 


Must I honor income withholding orders from tribes? 


Yes. You must honor income withholding orders from tribes. The orders from tribes must be on 
the Office of Management and Budget (OMB)-approved [WO form. Also, you must follow the 
payment instructions on the [WO form because tribes do not operate state disbursement units. 
You can find more information about working with tribes on the OCSE website. 


When a company acquires another company, how should it handle the child support income 
withholding orders for the "acquired" employees? 


The acquiring company has the same legal responsibilities, including the responsibility to 
withhold wages for the child support income withholding orders of its “acquired” employees. 
The company should continue to honor the income withholding orders but also notify the issuing 
child support agency as soon as possible about the acquisition and its intent to continue the 
withholding. The agencies may provide a new income withholding order, depending on state 
law. 


Must I keep the income withholding orders for terminated employees on file? 


Retention of income withholding orders depends on state law. Some states require that a child 
support withholding order be kept on file, so you can reactivate the order in the event the 
employee returns to work. Check the State Income Withholding Contacts and Program 
Information matrix for more details. 


What happens if I do not withhold child support for an employee after receiving an income 
withholding order? 


Employers who do not withhold and send child support payments as ordered are subject to 
penalties in every state. These may include repayment of the amount of the child support plus 
penalties and fines. For more information, contact the state agency staff on the State Income 
Withholding Contacts and Program Information matrix. 


If an independent contractor incorporates, am I obligated or allowed to withhold from that 
corporation? 


No. You cannot withhold from the corporation as income withholding applies to an individual. 
Notify the child support agency, and it will send an [WO form to the newly established 
corporation. 


If an employer makes a contribution to an employee’s health savings account, do I consider that 
contribution as income when calculating disposable income on a child support order? 


No. You cannot garnish contributions made to a health savings account by the employer. See 
IRS Publication 525visit disclaimer page for more information. 


What should I do if an employee with an income withholding order is terminated? 


You should continue to withhold through the employee's final paycheck and inform the state 
agency or court immediately that your company terminated the employee. Complete the 
Termination Notification on the last page of the [WO form (OMB No. 0970-0154), and return it 
to the [WO sender or submit the termination through e-I[WO or electronic terminations, when 
available. 


Which state law applies for “principal place of employment” if an employee has no residence 
and works in different states; therefore, there is no principal place of employment? 


Refer to IRS Publication 463visit disclaimer page. Factors to consider are: 
The total time ordinarily spent in each place 

The level of business activity in each place 

Whether income from each place is significant or insignificant 

Whether the employee has an official duty state 


Is a deduction for a state employee’s retirement plan considered a mandatory deduction from 
gross income? 


If state employees are required to pay into the state retirement plan as a condition of 
employment with a government agency, it is a mandatory payroll deduction that reduces 
disposable income. It is similar to other deductions like taxes, Social Security, etc. 


Calculations 
Is there a maximum amount of money that I can withhold from an employee's paycheck? 


Yes. You may find the federal limits for child support withholding in the Federal Consumer 
Credit Protection Act (CCPA)visit disclaimer page. The limits are based on the employee’s 
disposable earnings. States may have a limit lower than the CCPA. You may find state-specific 
information about withholding limits on the State Income Withholding Contacts and Program 
Information matrix. 


How do I handle child support withholding when the employee already has garnishments or 
other income attachments against the paycheck? 


You should give first priority to child support withholdings over all other claims against the 
same wages except federal tax liens entered before the child support order was established. Only 
federal tax liens entered before the child support order have priority over child support. More 
information is available in Processing an Income Withholding Order or Notice. 


If I receive an IWO from one state and the obligor or employee works in another state, which 
state’s law governs the IWO? 


Under the Uniform Interstate Family Support Act (UIFSA), employers must comply with the 
law of the issuing state regarding: 

duration and amount of current support payment; 

payment address; 

medical support, either as cash payments or insurance coverage available from employment; 

amount of payments for fees and costs of the child support agency, issuing tribunal, or attorney; 
and 

arrears payment amounts and interest on those arrears. 


UIFSA also adds that the state law of the obligor’s “principal place of employment” addresses 
the: 

employer’s fee for processing the IWO, 

maximum amount to be withheld from income (including lump sums if included in the state’s 
definition of income), 

time frames for the employer to implement and remit the payments, 

the priorities for withholding and allocating income withheld for multiple child support 
obligees, and 

any withholding term or condition not specified in the withholding order. 


Should I include tips as disposable earnings when calculating the amount withheld for child 
support? 


No. According to the Department of Labor, tips are not earnings for the purposes of wage 
garnishment. Tips are not to be included in determining disposable earnings when left in cash on 
the table or patrons adding them on debit or credit cards. Service charges (for example, a 15 
percent automatic charge added to the customer’s bill) are income to the employer, but if given 
to the employee, then they are “earnings” and should be included when determining disposable 
earnings (income) for child support. 


May I garnish an employee’s paid time off (PTO), such as vacation or sick leave, for child 
support? 


Yes. You may garnish PTO for child support. 


Fees 


May I charge a processing fee to the employee? 


Yes. Most states allow you to charge the employee an administrative fee for processing the 
income withholding order. You can find state fees on the State Income Withholding Contacts 
and Program Information matrix. 


What if the fee plus the child support payment exceeds the maximum allowable amount under 
CCPA? 


If the fee plus the child support is more than the maximum amount allowed under the CCPA, 
you may take the entire amount of the administrative fee and make the child support payment 
less than the amount in the income withholding order. The amount of support that was not paid 
(because you deducted the administrative fee) becomes part of the arrears owed by the 
noncustodial parent. 


Multiple Garnishments 


What should I do if I receive both an Internal Revenue Service (IRS) levy and a child support 
income withholding order for an employee? 


You should notify the child support agency that you received a federal tax (Internal Revenue 
Service [IRS]) levy in addition to the income withholding order. The child support agency can 
inform you if the IRS levy has priority over the income withholding order. 


Payments 
How soon must I send the child support payment that I withheld from an employee's paycheck? 


You must send the payment within seven business days, at the most, of paying wages to the 
employee. The state where your employee works may set a shorter time limit for submitting the 
payment. 


May I combine child support payments from several employees into one check? 


Yes. You may send one check each pay period to cover all child support withholdings for that 
pay period if: 

you are sending all the payments to the same State Disbursement Unit (SDU). 

you itemize the amount withheld from each employee, date each amount withheld, and include 
a required identifier, such as the case number. 


Must I send all payments to the SDU? 


Yes. You must send all payments to the SDU for income withholding orders (IWOs) issued by 
a child support agency and orders issued by a court, attorney, or other party except payments for 
the following types of [WOs: 

issued by a Tribal child support agency, 


entered before January 1, 1994, 
issued by South Carolina. 


Should I send payments for spousal-only support to the SDU? 


In most cases, you do not send payments for spousal only support orders to the SDU; however, 
some states will accept and process those payments. 


I received an income withholding order from a child support agency in another state. Must I 
send payments directly to the other state? 


Yes. You must send payments to the SDU in the other state issuing the income withholding 
order. 


Employers withhold about 74 percent of all child support payments collected nationwide and 
often have questions about how to submit payments. The questions and answers below offer 
helpful information to employers about sending payments for child support. 

Is there a standard electronic format for submitting child support payments that all states accept? 
Yes (except South Carolina), the standard format for submitting child support payments by 
electronic funds transfer or electronic data interchange is the DED Child Support Addendum 
Record. Your state child support agency can provide this layout or see National Automated 
Clearing House Association’s User Guide for Electronic Child Support Payments (PDF)visit 
disclaimer page. 


Can I combine child support payments from several employees into one check? 


Yes. You can send one check each pay period to cover all child support withholdings for that 
pay period if: 

all the payments are sent to the same State Disbursement Unit (SDU). 

you itemize the amount and date withheld from each employee and include a required identifier 


such as the case number. 


What information must I include for each employee if combining several payments into one 
check? 


You must provide the following: 


the date and itemized amount withheld from each employee, 
the Remittance Identifier found on page 1 of the Income Withholding for Support (IWO) form. 


What should I do if the wrong amount is withheld from an employee’s paycheck? 
You should contact the state child support agency that received the payment and ask about the 
requirements and timeframe for a refund. The State Disbursement Unit Contacts and Program 


Information matrix provides state-specific information. 


How soon must I send the child support payment that was withheld from an employee’s 
paycheck? 


You must send the payment within seven business days of paying wages to the employee. The 
state where your employee works may set a shorter time limit for submitting the payment. 


Where do I send child support payments? 
You must send all payments to the SDU unless the income withholding order was: 


issued by a tribal child support agency. 


entered before January 1, 1994, and with no arrears, never modified, or is not a child support 
case enforced by the state child support agency. 
issued by South Carolina. 


This applies to income withholding orders issued by a child support agency and orders issued by 
a court, attorney, or other party. 


If a tribal child support agency sent the order, send the payments to the payee shown on the 
order. What Employers Should Know When Working With Tribes gives more information about 
how to direct payments for tribal orders. If South Carolina issued the order, send the payments 
to the payee on the order until South Carolina establishes an SDU. 


Do I send spousal support payments to the SDU? 


You must send payments for spousal support combined in a child support order to the SDU. 
Spousal only payments are usually sent to the payee on the order; however, some states will 
accept and process those payments. 


Can I charge a processing fee to the employee? 


Yes. Most states allow you to charge the employee an administrative fee for processing the 
income withholding order. You can find state fees on the State Income Withholding Contacts 
and Program Information matrix. 


What if the fee plus the child support payment exceeds the maximum allowable amount under 
Federal Consumer Credit Protection Act (CCPA)visit disclaimer page? 


If the fee plus the child support is more than the maximum amount allowed under the CCPA, you 
may take the entire amount of the administrative fee and make the child support payment less 
than the amount in the income withholding order. The amount of support that was not paid 
(because you deducted the administrative fee) becomes part of the arrears owed by the 
noncustodial parent. 


I received an income withholding order from a child support agency in another state. Must I 
send payments directly to the other state? 


Yes. You must send payments to the SDU in the state that issued the income withholding order. 


Child Sex Abuse 


Child sexual abuse issues are generally handled by state and local authorities, and not by the 
federal government. There are many sound reasons for this, including the relationship between 
the states, which generally have broad authority within their jurisdictions, and the federal 
government, which has constitutional limitations on its authority. As a result, the Department of 
Justice generally has no province over these matters. If, however, a child is sexually abused on 
federal lands, such as a military base or Indian territory, the offender may be prosecuted under 
federal law in addition to, or instead of, state law. 


Except in limited circumstances, federal laws typically do not apply to child sexual abuse matters 
that takes place wholly inside a single state. These matters are therefore generally handled by 
state or local authorities and prosecuted under state laws. However, if the sexual abuse of a child 
occurred on federal lands, the offense may be prosecuted under federal law. Federal lands 
include areas such as military bases, Indian territories, and other government— owned lands or 
properties (See 18 U.S.C. §7). 


Under federal law, offenders convicted of sexually abusing a child face fines and imprisonment. 
Furthermore, an offender may face harsher penalties if the crime occurred in aggravated 
circumstances, which include, for example, the offender used force or threats, inflicted serious 
bodily injury or death, or kidnapped a child in the process of committing child sexual abuse. 


U.S. Laws on Child Sex Abuse 


18 U.S.C. § 2241— Aggravated sexual abuse 


18 U.S.C. § 2242— Sexual abuse 
18 U.S.C. § 2243— Sexual abuse of a minor or ward 
18 U.S.C. § 2244— Abusive sexual contact 


Obscenity and Minors 

Obscenity is not protected under First Amendment rights to free speech, and violations of federal 
obscenity laws are criminal offenses. The U.S. courts use a three-pronged test, commonly 
referred to as the Miller test, to determine if given material is obscene. Obscenity is defined as 
anything that fits the criteria of the Miller test, which may include, for example, visual 
depictions, spoken words, or written text. 


Federal law makes it illegal to distribute, transport, sell, ship, mail, produce with intent to 
distribute or sell, or engage in a business of selling or transferring obscene matter. Convicted 
offenders face fines and imprisonment. Although the law generally does not criminalize the 
private possession of obscene matter, the act of receiving such matter could violate federal laws 
prohibiting the use of the mails, common carriers, or interactive computer services for the 
purpose of transportation. 


Federal law strictly prohibits the distribution of obscene matter to minors. Any transfer or 
attempt to transfer such material to a minor under the age of 16, including over the Internet, is 
punishable under federal law. It is also illegal to use misleading website domain names with 
intent to deceive a minor into viewing harmful or obscene material. For example, using a 
cartoon character or children’s television program in the domain of a website that contains 
harmful or obscene material may be punishable under federal law. 


In addition, visual representations, such as drawings, cartoons, or paintings that appear to depict 
minors engaged in sexual activity and are obscene are also illegal under federal law. 


It is important to note that the standard for what is harmful to minors may be different than the 
standard for adults, and offenders convicted of obscenity crimes involving minors face harsher 
penalties than if the crimes involved only adults 


Section 1470 of Title 18, United States Code, prohibits any individual from knowingly 
transferring or attempting to transfer obscene matter using the U.S. mail or any means or facility 
of interstate or foreign commerce to a minor under 16 years of age. Convicted offenders face 
fines and imprisonment for up to 10 years. 


In addition, Section 1466A of Title 18, United State Code, makes it illegal for any person to 
knowingly produce, distribute, receive, or possess with intent to transfer or distribute visual 
representations, such as drawings, cartoons, or paintings that appear to depict minors engaged in 
sexually explicit conduct and are deemed obscene. This statute offers an alternative 2-pronged 
test for obscenity with a lower threshold than the Miller test. The matter involving minors can be 
deemed obscene if it (1) depicts an image that is, or appears to be a minor engaged in graphic 
bestiality, sadistic or masochistic abuse, or sexual intercourse and (ii) if the image lacks serious 
literary, artistic, political, or scientific value. A first time offender convicted under this statute 
faces fines and at least 5 years to a maximum of 20 years in prison. 


There are also laws to protect children from obscene or harmful material on the Internet. For 
one, federal law prohibits the use of misleading domain names, words, or digital images on the 
Internet with intent to deceive a minor into viewing harmful or obscene material (See 18 U.S.C. 


§§ 2252B, 2252C). It is illegal for an individual to knowingly use interactive computer services 
to display obscenity in a manner that makes it available to a minor less than 18 years of age (See 
47 U.S.C. § 223(d) -Communications Decency Act of 1996, as amended by the PROTECT Act 
of 2003). It is also illegal to knowingly make a commercial communication via the Internet that 
includes obscenity and is available to any minor less than 17 years of age (See 47 U.S.C. § 231 — 
Child Online Protection Act of 1998). 


The standard of what is harmful to minors may differ from the standard applied to adults. 
Harmful materials for minors include any communication consisting of nudity, sex or excretion 
that (i) appeals to the prurient interest of minors, (ii) is patently offensive to prevailing standards 
in the adult community with respect to what is suitable material for minors, (iii) and lacks serious 
literary, artistic, political, or scientific value for minors. 


In addition to facing imprisonment and fines, convicted offenders of federal obscenity laws 
involving minors may also be required to register as sex offenders. Furthermore, in some 
circumstances, obscenity violations involving minors may also be subject to prosecution under 
federal child pornography laws, which yield serve statutory penalties. 


The Child Exploitation and Obscenity Section (CEOS) remains dedicated to the enforcement of 
federal obscenity laws. CEOS attorneys work with the High Technology Investigative Unit 
(HTIU), the Federal Bureau of Investigation (FBI), and United States Attorneys Offices 
throughout the country to investigate and prosecute violations of federal obscenity law. 


The use of the Internet to distribute obscenity has blurred traditional notions of jurisdiction. 
CEOS maintains a coordinated, national-level law enforcement focus to help coordinate 
nationwide investigations and initiatives. Given the importance of community standards under 
the Miller test, however, CEOS recognizes that the full commitment and support of local United 
States Attorney’s Offices, who best know local community standards, are absolutely essential to 
the federal obscenity enforcement efforts. 


The Extraterritorial Sexual Exploitation of Children 


The extraterritorial sexual exploitation of children is the act of traveling to a foreign country and 
engaging in sexual activity with a child in that country. Federal law prohibits an American 
citizen or resident to travel to a foreign country with intent to engage in any form of sexual 
conduct with a minor (persons less than 18 years old). It is also illegal to help organize or assist 
another person to travel for these purposes. This crime is a form of human trafficking, also 
referred to as child sex tourism. Convicted offenders face fines and up to 30 years of 
imprisonment. 


The relative ease of international travel in modern-day society has led to the growth of a dark, 
more clandestine phenomenon- the extraterritorial sexual exploitation of children. The various 
modes of international travel provide easier means and more opportunities for individuals to 
travel abroad and engage in sexual activity with children. 


In addition, technological advances have revolutionized the travel industry. The Internet allows 
individuals to quickly and easily exchange information regarding how and where to find child 
victims in foreign locations. Violators are also finding it easier to organize and navigate travel to 
foreign countries for these purposes online. Moreover, the utilization of the Internet may 
promote or encourage others to become involved in this form of child sexual exploitation. 


Each year, Americans are prosecuted and convicted of committing this crime against children. 
While some offenders are pedophiles who preferentially seek out children for sexual 
relationships, others are situational abusers. These individuals do not consistently seek out 
children as sexual partners, but do occasionally engage in sexual acts with children when the 
opportunity presents itself. Children of developing countries are seen as easy targets by 
American perpetrators because of economic and political instabilities and the lack of effective 
law enforcement against this crime in these countries. However, incidents of extraterritorial 
sexual exploitation of children involving American perpetratrors occur all over the world, 
including in less developed areas, such as Southeast Asia, Central and South America, and more 
developed areas, such as Europe. 


Some perpetrators rationalize their sexual encounters with children with the idea that they are 
helping the children financially better themselves and their families. Other perpetrators are 
drawn towards this crime because they enjoy the anonymity that comes with being in a foreign 
land. Racism, gender discrimination, and cultural differences are among other justifications. 
Regardless, the reason for travel makes no difference under the law; any American citizen or 
resident who engages in sexual conduct with a minor in a foreign land is punishable under 
federal law. 


CEOS attorneys work with the High Technology Investigative Unit (HTIU), United States 
Attorney’s Offices around the country, the Federal Bureau of Investigation (FBI), Immigration 
and Customs Enforcement/Homeland Security Investigations (ICE), foreign governments, and 
foreign law enforcement personnel to investigate and prosecute cases arising under federal 
statutes prohibiting the extraterritorial sexual exploitation of children. 


The enforcement of these laws abroad is part of the United States' effort to eradicate the sexual 
exploitation of children. Offenders prosecuted in the United States often face more appropriate 
penalties than if they were prosecuted in the country where the sexual abuse occurred. CEOS is 
dedicated to developing strategies and long-lasting relationships with foreign governments, law 
enforcement agencies, and prosecutors to more efficiently and effectively prosecute Americans 
sexually exploiting children in foreign countries. 


In addition, CEOS attorneys travel all over the country to conduct trainings for investigators, law 
enforcement personnel and others involved in efforts to eradicate this crime. Moreover, CEOS 
designs, implements, and supports law enforcement strategies, legislative proposals, and policy 
initiatives relating to federal laws on the extraterritorial sexual exploitation of children. 


U.S. Laws on n The Prostitution of Children 
18 U.S.C § 1591- Sex trafficking of children or by force, fraud, or 
coercion 
18 U.S.C. § 2421- Transportation generally 
18 U.S.C. § 2422- Coercion and enticement 


18 U.S.C. § 2423- Transportation of minors 


18 U.S.C. § 2425- Use of interstate facilities to transmit 
information about a minor 


The prostitution of children is prohibited by 18 U.S.C. § 1591. This statute makes it a federal 
offense to knowingly recruit, entice, harbor, transport, provide, obtain, or maintain a minor 
(defined as someone under 18 years of age) knowing or in reckless disregard of the fact that the 
victim is a minor and would be caused to engage in a commercial sex act. “Commercial sex act” 
is defined very broadly to include “any sex act, on account of which anything of value is given to 
or received by any person.” In other words, it is illegal both to offer and to obtain a child, and 
cause that child to engage in any kind of sexual activity in exchange for anything of value, 
whether it be money, goods, personal benefit, in-kind favors, or some other kind of benefit. 
Section 1591 also makes it a crime for individuals to participate in a business venture that 
obtains minors and causes them to engage in commercial sex acts. 


Section 1591 is called “Sex trafficking of children or by force, fraud, or coercion.” Most people 
think of “trafficking” as involving movement across state or international borders. However, 
Section 1591 does not require proof that either the defendant or victim crossed state or 
international lines. 


When the victim is a minor, Section 1591 does not require proof that the defendant used force, 
threats of force, fraud, or coercion, or any combination of those means, to cause the minor to 
engage in a commercial sex act. 


Section 1591 applies equally to American children (U.S. citizens or residents) who are 
prostituted within the United States, as well as foreign nationals (persons not a U.S. citizen or 
resident) who are brought into the United States and are then caused to engage in prostitution. 
The law also criminalizes any person who conspires or attempts to commit this crime. 


If the victim was under the age of 14 or if force, fraud, or coercion were used, the penalty is not 

less than 15 years in prison up to life. If the victim was aged 14-17, the penalty shall not be less 

than 10 years in prison up to life. Anyone who obstructs or attempts to obstruct the enforcement 
of this statute faces as many as 20 years imprisonment. Defendants who are convicted under this 
statute are also required to pay restitution to their victims for any losses they caused. 


In addition, 18 U.S.C. §§ 2421 — 2423 criminalize a variety of activities pertaining to the 
prostitution of children. For example, Section 2421 and 2423(a) make it a crime to transport an 
individual or a minor across state lines for the purpose of prostitution or any other illegal sexual 
activity. Unlike 18 U.S.C. § 1591, both of those statutes do require proof that the victim crossed 
a State line. If a minor is transported across state lines in violation of Section 2423(a), the penalty 
is not less than 10 years in prison, up to life. 


Section 2422(b) makes it a crime to use the U.S. Mail or certain technology, such as the Internet 
or the telephone (whether mobile or a land line), to persuade, induce, entice, or coerce a minor to 
engage in prostitution or any other illegal sexual activity. For example, it is a federal crime for an 
adult to use the mail, a chat room, email, or text messages to persuade a child to meet him or her 
to engage that child in prostitution or other illegal sexual activity. Under this statute, it is not 
necessary to prove that either the defendant or the victim crossed state lines. The penalty for this 
offense is not less than ten years in prison, up to life. Finally, 18 U.S.C § 2425 makes it illegal 
for any person to use the mail, telephones, or the Internet, to knowingly transmit the name, 
address, telephone number, social security number, or email address of a child under the age of 
16 with intent to entice, encourage, offer, or solicit any person to engage in criminal sexual 
activity. This offense is punishable by up to five years in prison. 


International Parental Kidnapping 


Section 1204 of Title 18, United States Code, makes it a federal crime for a parent to remove or 
attempt to remove a child from the United States, or retain a child outside the United States with 
intent to obstruct another parent's custodial rights. A parent who removes a child from the 
United States in this capacity is subject to federal prosecution, and if convicted, faces fines and 
imprisonment for up to 3 years. 


It is important to distinguish between the prosecution of the parent who kidnapped a child and 
the return of that child to the United States. Extradition is the legal surrender of an alleged 
criminal to the jurisdiction of another country. Although the parent who removed the child from 
the United States is generally eligible for formal extradition because they are charged with a 
federal crime, the child is a victim of international parental kidnapping and often not eligible for 
formal extradition. In other words, federal prosecutors may investigate and prosecute the parent, 
but they typically have no control over the return of the child or custodial decisions affecting that 
child. 


The return of internationally kidnapped children is often settled through negotiation. The U.S. 
Department of State handles the coordination of efforts with foreign officials and law 
enforcement agencies to effectuate the return of children to the United States. In some 
circumstances, the return may be governed by the Hague Convention on the Civil Aspects of 
International Parental Child Abduction (1980). This Convention was established to facilities the 
return of children abducted into foreign countries. The Convention only applies if both countries 
involved in the international parental kidnapping situation are signatories to the Convention. The 
United States is a signatory country. 


Every year, situations of international parental kidnapping are reported in the United States. It is 
common for the removal of a child to occur during a heated or emotional marital dispute, in the 
early stages of separation or divorce, or in the waiting period for a court custody order or 
agreement. International parental kidnappings of U.S. children have been reported in countries 
all over the world, including Australia, Brazil, Canada, Colombia, Germany, India, Japan, 
Mexico, Philippines, and the United Kingdom. 


Child victims of international parental kidnapping are often taken from a familiar environment 
and suddenly isolated from their community, family, and friends. They may miss months or 
even years of schooling. The child may be moved to multiple locations in order to stay hidden or 
out of reach of the parent remaining in the United States. In some cases, the child’s name, birth 
date, and physical appearance are altered or concealed to hide identity. 


In addition, the tense and unfavorable situation between the parents may be emotionally 
troubling to a child. Kidnapped children are at high risk for long-term psychological problems 
including anxiety, eating disorders, nightmares, mood swings, sleep disturbances, and aggressive 
behavior. As adults, child victims of international parental kidnapping may struggle with 
identity, relationship, and family issues. 


Legal Hurdles and the Return of a Kidnapped Child to the United States 


Under federal law, prosecutors may investigate and prosecute the parent who kidnapped the 
child, however, prosecutors generally have no control over the custodial decisions affecting the 
child or whether foreign authorities will order the return of the child. 


The return of kidnapped children is often settled through negotiation. The U.S. Department of 
State handles the coordination of efforts with foreign officials and law enforcement agencies to 
effectuate the return of children to the United States. In some circumstances, the return may be 
governed by the Hague Convention on the Civil Aspects of International Parental Child 
Abduction (1980). This Convention was established to facilitate the return of children abducted 
to foreign countries. However, it only applies if both countries involved in the international 
parental kidnapping situation are signatories to the Convention. The United States is a signatory 
State. 


Adhering to the provisions of the Convention, when applicable, and working with the U.S. 
Department of State are the best methods to legally and safely return a kidnapped child to the 
United States. In acts of desperation, some parents will attempt to use extra-judicial forms of 
recovery, such as personally traveling to the foreign country to recover a child. Although it may 
seem easier and faster to use extra-judicial methods, they often violate U.S. federal laws and the 
laws of the foreign country involved, and may potentially exacerbate the situation. For example, 
the parent who kidnapped the child may have sought assistance from a foreign court or obtained 
a foreign custody order. In such circumstances, the other parent's direct removal of a child from 
the foreign jurisdiction, without the assistance of the U.S. Department of State, could result in his 
or her arrest or even imprisonment in that foreign country. Furthermore, any unlawful attempt to 
recover a child may adversely impact a have a petition for return under the Hague Convention. 


The Child Exploitation and Obscenity Section (CEOS) provides advice and litigation support to 
United States Attorney’s Offices throughout the country regarding international parental 
kidnapping prosecutions. While CEOS does not have the authority to intervene in the return of 
children, the section works directly with the U.S. Department of State and the National Center 
for Missing & Exploited Children (NCMEC) to monitor active international parental kidnapping 
cases and provide legal assistance. 


In addition, CEOS conducts trainings for federal prosecutors and law enforcement personnel on 
federal international parental kidnapping law and its interplay with the Hague Convention on the 
Civil Aspects of International Parental Child Abduction (1980). 


Child Custody and Visitation Matters 

With the exception of international parental kidnapping, child custody and visitation matters are 
handled by local and states authorities, and not by the federal government. The matters are 
governed by the relevant state family court system and human services agency. Therefore, child 
custody or visitation issues should be reported to state or local law enforcement authorities or a 
state judicial officer. 


Rights of Child Victims 


Protecting the rights and welfare of children remains one of the highest priorities for the United 
States Department of Justice. Exploitation of a child, in any form, may have serve and traumatic 
physical and emotional effects on that child. The relationship between child victims and their 
perpetrator(s) are often characterized by physical violence, threats of violence, emotional 
manipulation, abusive sexual relations, psychological dependency and/or substance abuse. 


For these reasons, the legal system can be a traumatic experience for a child. For example, 
testifying in court can re-victimize a child by causing them to re-live the experience of their 
exploitation and abuse. In more serve cases, a child may be reluctant to testify due to fear of 
harm onto them or their family by the predator(s) involved. 


Recognizing this reality, the Department of Justice strives to use the resources and tools 
available to protect children subjected to the legal system. Substantial progress was made to 
protect the rights and privacy of child victims and witnesses by the enactment of 18 U.S.C § 
3509. This statute provides federal prosecutors with various tools that can be used to lessen the 
potential harm occasioned a child when having to relive traumatic events: 


Alternatives to Courtroom Testimony 

Under certain circumstances, a court may permit a child's testimony to be taken by a two-way 
closed circuit television or may permit taking the deposition of a child victim/witness pre-trial. 
These provisions protect a child by not having to physically appear in an intimidating courtroom 
in front of potentially numerous people, typically including the perpetrator. See 18 U.S.C. § 
3509(b)(1) and (2). 


Protecting the Identity of Child Victims/Witnesses 

Title 18 U.S.C. § 3509(d)(1) provides for the confidentiality of information about child 
witnesses. It does this by mandating 1) that all documents containing the name or any other 
identifying information about a child be kept in a secure place and 2) prohibiting the disclosure 
of any of those documents. These provisions can, in part, be complied with by filing documents 
under seal and/or requesting a protective order under § 3509(d)(2) & (3). In addition, these 
mandates are applicable to all law enforcement, government employees or their agents as well as 
court personnel, the defendant, defendant's employees and members of the jury. 


Use of Multi-Disciplinary Child Abuse Teams 

A multi-disciplinary team consists of dedicated professional representing many facets of the 
government and private sectors including police officers, prosecutors, medical professionals, 
caseworkers and therapists. They act in concert to provide a comprehensive approach to 
responding to the many needs of victimized children as well as working to prevent any further 
trauma to the victim, for example by minimizing the number of interviews a child is subjected to. 
Law enforcement is encouraged to utilize multi-disciplinary child abuse teams when reasonably 
available. See 18 U.S.C. § 3509(g). 


Frequently Asked Questions: 


Q. Can the courtroom be "closed" when my child testifies ? 

A. Maybe. In some compelling circumstances, the court may order the courtroom closed by 
prohibiting any person who lacks a direct interest in the case, including members of the press, 
from being present when a child testifies. Before a court may do so - it must first find that an 
open courtroom would cause "substantial psychological harm to the child" or the child would 
otherwise be unable to effectively communicate. See 18 U.S.C. § 3509(e). 


Q. If my child is a victim/witness, who advocates for the interest of my child? 

A. In some circumstances, the court may appoint a "guardian ad litem." A "guardian ad litem" is 
someone who represents the best interests of your child. A "guardian ad litem" is permitted to 
attend all judicial proceedings in which your child is required to participate including 
depositions, hearings and the actual trial. It is the guardian's responsibility to make 
recommendations to the court that serve the best interests or welfare of your child. See 18 U.S.C. 
§ 3509(h). 


Q. May I accompany and remain with my child while my child testifies? 

A. Your child does have the right to be accompanied by an adult attendant, not otherwise 
involved in the case, who is there to emotionally support your child. This may include being able 
to remain in close physical contact, including holding your child's hand or permitting your child 
to sit on the attendant's lap. See 18 U.S.C. § 3509(). 


Human Trafficking of Children in the U.S. A Fact Sheet for Schools 


Human trafficking is a serious federal crime with penalties of up to imprisonment for life. 
Federal law defines "severe forms of trafficking in persons” as: "(A) sex trafficking in which a 
commercial sex act is induced by force, fraud, or coercion, or in which the person induced to 
perform such act has not attained 18 years of age; or (B) the recruitment, harboring, 
transportation, provision, or obtaining of a person for labor or services, through the use of force, 
fraud, or coercion for the purpose of subjection to involuntary servitude, peonage, debt bondage, 
or slavery." [U.S.C. §7102(8)] 


In short, human trafficking is a form of modern slavery. Those who recruit minors into 
commercial sexual exploitation (or prostitution) violate federal anti-trafficking laws, even if 
there is no force, fraud, or coercion. An unknown number of U.S. citizens and legal residents are 
trafficked within the country for sexual servitude and forced labor. Contrary to a common 
assumption, human trafficking is not just a problem in other countries. Cases of human 
trafficking have been reported in all 50 states, Washington D.C., and the U.S. territories. Victims 
of human trafficking can be children or adults, U.S. citizens or foreign nationals, male or female. 
Common examples of identified child trafficking cases include: 

e Commercial sex 

e Stripping 

e Pornography 

e Forced begging 

e Magazine crews 

e Au pairs or nannies 

e Restaurant work 

e Hair and nail salons 

e Agricultural work 

e Drug sales and cultivation 


How Does Human Trafficking Affect Our Schools? 

Trafficking can involve school-age youth, particularly those made vulnerable by challenging 
family situations, and can take a variety of forms including forced labor, domestic servitude, and 
commercial sexual exploitation. The children at risk are not just high school students—pimps or 
traffickers are known to prey on victims as young as 9. Traffickers may target minor victims 
through social media websites, telephone chat-lines, after-school programs, at shopping malls 
and bus depots, in clubs, or through friends or acquaintances who recruit students on school 
campuses. 


How to Identify a Victim of Human Trafficking 
Indicators that school staff and administrators should be aware of concerning a potential victim: 


Demonstrates an inability to attend school on a regular basis and/or has unexplained 
absences 

Frequently runs away from home 

Makes references to frequent travel to other cities 

Exhibits bruises or other signs of physical trauma, withdrawn behavior, depression, 
anxiety, or fear 

Lacks control over his or her schedule and/or identification or travel documents 

Is hungry, malnourished, deprived of sleep, or inappropriately dressed (based on weather 
conditions or surroundings) 

Shows signs of drug addiction 

Has coached/rehearsed responses to questions 


Additional signs that may indicate sex trafficking include: 


Demonstrates a sudden change in attire, personal hygiene, relationships, or material 
possessions 

Acts uncharacteristically promiscuous and/or makes references to sexual situations or 
terminology that are beyond age-specific norms 

Has a “boyfriend” or “girlfriend” who is noticeably older 

Attempts to conceal recent scars 


Additional signs that may indicate labor trafficking include: 


Expresses need to pay off a debt 

Expresses concern for family members’ safety if he or she shares too much information 
Works long hours and receives little or no payment 

Cares for children not from his or her own family 


How to Report a Suspected Incidence of Human Trafficking 


In the case of an immediate emergency, call your local police department. 

To report suspected human trafficking crimes or to get help from law enforcement, call 
toll-free (24/7) 1-866-347-2423 or submit a tip online at www.ice.gov/tips. 

To report suspected trafficking crimes, get help, or learn more about human trafficking 
from a nongovernmental organization, call the toll-free (24/7) National Human 
Trafficking Resource Center at 1-888-373-7888. 

To report sexually exploited or abused minors, call the National Center for Missing and 
Exploited Children’s (NCMEC) hotline at 1-800-THE-LOST, or report incidents at 
http://www.cybertipline.org. 


Children Internet Safety 


Nearly all American children now have access to the Internet. Internet technology affords 
children access to vast amounts of valuable information and endless sources of entertainment. 
However, it also exposes children to certain dangers. For example, children may come into 
contact with demeaning, racist, sexist, violent, hateful or false information. They may also view 
pornographic web sites, SPAM (unsolicited emails) containing obscene material, file swapping 
programs with inappropriate and sometimes mislabeled content, and other types of material 
potentially inappropriate for a child. Most worrisome, children may encounter actual predators 
that use the Internet to identify and lure victims through chat rooms, instant messaging facilities, 
and social networking sites. 


As a result, some parents may understandably feel the urge to eliminate these risks by prohibiting 
their children from using the Internet. However, this decision would deprive them of access to an 
amazing resource for legitimate information and communication. Furthermore, parents might 
find it impractical to enforce such strict prohibition. For example, many schools require students 
to take Internet training classes, or use online databases in the classroom. In addition, motivated 
children and teens could circumvent their parents’ prohibition by getting online in public 
establishments with Internet access or by using mobile or wireless devices. For these reasons, it 
is important for parents to strike a balance between the benefits and risks that the Internet poses 
to children. Parents can achieve such a balance by implementing strategies and protective steps 
like those discussed below. 


Communicating Internet Risks to your Children: 

Parents and guardians have a large role in accessing potential risks on the Internet, and 
communicating those risks to their children. Due to first amendment rights to free speech, 
various types of information can be posted in the web, some of which a parent may find 
inappropriate for their child(ren) to view. Therefore, communicating with children about any 
risks that they can encounter online is the most important and most effective strategy to keep 
children safe while they surf the web. It is hard for a child to try to avoid potentially 
inappropriate material if they do not know what to avoid. 


To communicate these risks most effectively, a parent must understand the risks. This may sound 
trivial, but uses for the Internet are growing and changing as web technologies advance. For 
example, social networking or online gaming present specific and potential risks that may be 
unfamiliar to a parent that does not use the Internet for these purposes. Therefore, it is important 
for parents to stay abreast of current technologies in order to best communicate all potential risks 
to their children. (For further information on the benefits and risks associated with different 
Internet uses and applications, see National Center for Missing & Exploited Children’s Keeping 


Kids Safer on the Internet: Tips for Parents and Guardians) 


Parents may also wish to establish an open dialogue with their children. Open dialogue allows 
children to feel comfortable to tell a trusted adult if they come across material that makes them 
feel scared, uncomfortable, or confused. It also allows parents and guardians to play an active 
role in understanding their children’s Internet use. Open discussions allow all parties to feel 
comfortable with the children’s internet use. 


Setting Out Rules, Guidelines, and Contracts: 

Many parents find it helpful to set down clear rules for their children to follow. Clear rules also 
help guide children to understand potential risks and dangerous situations. Examples of rules 
include: 


¢ Do not disclose personal information such as full name, address, phone number, social 
security number, etc. 

e No posting your picture on public sites of any kind. 

e Nochatting with strangers. 


Sometimes families find it helpful to design formal Internet usage agreements or "contracts." 


(See http://www.nap.edu/netsafekids/pro_set_guidelines.html for tips on setting up those kinds 
of agreements) 


Using Technology to Protect Children: 


Filtering Technologies 

Filtering technology consists of software that screens out some content while allowing other 
material to flow through to its intended destination. Parents can set up various filters to block 
material according to their families’ priorities and preferences. The technology is not perfect - 
some desirable material may be accidentally blocked and some objectionable material may slip 
through the cracks - but filtering programs generally serves the useful purpose of automatically 
and consistently screening out harmful material. Filtering technology comes in several forms: 


e Client-side filters: Users install client side filters on their own computers. Parents can 
employ user-friendly interfaces or screens to set up the kinds of materials that they want 
to block. Only people with the password to the filter software can disable or turn off the 
program. 

e Content-limits or Content-filters from Internet Service Providers (ISPs): Internet Service 
Providers - the companies that connect your home computer to the Internet -- usually 
offer the option to block adult or other kinds of content. The ISPs advertise these family 
friendly services in their promotional materials and in the companies’ "terms of services." 

e Server-side filters: Businesses and enterprises like schools or libraries use these 
sophisticated filtering systems. Server-side filter systems allow system administrators to 
vary the level of filtering for different users. For example, a school district's library 
system could use a more restrictive filtering system for students than for teachers. 

e Search engine filters: Many search engines, such as Google and AltaVista enable users to 
turn on the safety filter that limits search results to appropriate material. While effective 
in screening out accidental "hits" or results that include inappropriate content, search 
engine filters do not restrict access to content if a surfer directly types in a URL. Other 
search engines, such as Lycos and Yahoo!, offer special children's versions of their 
search engines that permit searches of only child-friendly sites. 


Monitoring Technologies 


Monitoring technology enables parents to supervise children's Internet activity by reporting on 
their surfing activity. Some monitoring software creates a digital record of the websites that 
children visit and makes that information available for parents to later review. Likewise, 
keystroke software makes a record of all of the keystrokes that a child user makes, so that the 
parents can later review what their children typed. Other variations and combinations of this 
software exist as well. 


Tracking Web History 

Many Internet browsers (such as Internet Explorer, Netscape, or America Online) automatically 
track recent websites viewed by a user. Therefore, parents can easily review the browser 
"history" file to see approximately 20 sites that have been most recently visited by that browser. 
Along similar lines, parents can search their computer's Internet "cache" files, which are system 
resources that store a longer list of recently visited Internet sites. Furthermore, parents can gather 
information using their computer's "cookies" records as well. Cookies are trace files that contain 
information about Internet users and can provide additional clues for parents about the kinds of 
sites that their children are visiting. However, parents should recognize that technically skilled 
children can edit or delete all of these kinds of records. 


What to do if a Problem Arises: 
National and local law enforcement agents investigate criminal activities that may arise from 
Internet use. 


e Parents who come across offensive material or hear about online predators should 
document related online activities as much as possible and report all activities directly to 
local law enforcement or the local office of the Federal Bureau of Investigation (FBI). 

e Parents who know of a website that is operating illegally should report that information 
immediately to the National Center for Missing and Exploited Children's website at 
www.cybertipline.com, or by calling 1-800-843-5678. Your report will be forwarded to a 
law enforcement agency for investigation and action. 


Parents may also want to tell their children how to report offensive material. That way, the 
children have a constructive way of reacting to embarrassing or upsetting materials discovered 
on the Internet. 


Additional Internet Safety Web Links 


e =http://origin.www.netsmartz.org/InternetSafety 
e http://www.missingkids.com/Publications/Safety 


e http://www.connectsafely.org/safety-tips-advice/ 
e http://www.netsmartzkids.org/ 


e http://archive.ncpc.org/resources/files/pdf/internet-safety.html 
e http://www.safekids.com/ 


e https://www.aacc.edu/technology/file/GamingTips.pdf 


Sentencing Trends for Federal Sex Crimes 


Possession of child pornography is punishable by up to ten years (or up to 20 years if the offense 
involved a minor under 12) in federal prison but—unlike the other offenses involving actual 
child pornography—does not carry a mandatory minimum term of imprisonment. If a defendant 
has a prior federal or state conviction for one or more enumerated sex offenses, however, the 
penalty range for possession increases to a mandatory minimum term of ten years and a 
maximum term of 20 years of imprisonment. 


The vast majority of federal sexual abuse offenses are found in Chapters 109A and 117 of Title 
18 of the United States Code. A handful of other sexual abuse offenses, including offenses 
related to the production of child pornography, are found in other parts of the United States 
Code. Congress has provided for mandatory minimum terms of imprisonment for many sexual 
abuse offenses, including the majority of such offenses that involve the victimization or 
attempted victimization of minors. Mandatory minimum terms exist for violations of the 
following sections of Title 18: 

e = § 1591(b)(1) and (2) (minimum ten- or 15-year term for sex trafficking of a minor 
depending on the age of the victim and whether offense effectuated by force, fraud, or 
coercion); 

e § 2241(c) (minimum 30-year term for traveling across state lines with the intent to have 
sex with a child under 12 years of age or for crossing state lines and having sex with a 
child between the ages of 12 and 16 under certain aggravating circumstances); 

e =§§ 2251(e) and 2260(c)(1) (minimum 15-year term for production of child pornography 
and enhanced minimum terms if such a defendant has a prior felony conviction for an 
enumerated sex offense); 


Two Categories of Sex Offenses Sexual Abuse (“Contact”) Offenses Child Pornography 
Offenses involve actual or attempted sexual contact with the victim regardless of the victim’s 
age, including production of child pornography involve the distribution, transportation, receipt, 
or possession of child pornography. 

e =§ 2251A(a) and (b) (minimum 30-year term for buying or selling, or otherwise 
transferring, children for the purpose of participating in the production of child 
pornography); 

e § 2422(b) (minimum ten-year term for using mails or facilities or means of commerce to 
cause a minor to engage in prostitution or other criminal sexual activity); 

e § 2423(a) (minimum ten-year term for transporting a minor in commerce for the purpose 
of engaging in prostitution or other criminal sexual activity); and 

e = § 3559(e) (mandatory life imprisonment for second conviction for certain sex offenses 
again minors). 


The mandatory minimum penalties for these offenses range from ten to 30 years, with enhanced 
mandatory penalties for offenders with convictions for certain prior sex offenses. Many of the 
other sexual abuse offenses in Chapters 109A and 117 that do not carry mandatory minimum 
penalties outlaw similar conduct to the statutes listed above but involve an adult, rather than a 
minor, victim. 


Mandatory minimum penalties for sex offenses are applied less often in the federal system 
compared to other mandatory minimum penalties. 


Offenders convicted of a sex offense comprised only 4.2 percent (n=2,633) of federal 
offenders sentenced in fiscal year 2016. 

Sex offenses accounted for 19.4 percent of offenses carrying a mandatory minimum 
penalty in fiscal year 2016. 


Sex offenses, however, increased in number and as a percentage of the federal docket, and 
sex offenders were more frequently convicted of an offense carrying a mandatory 
minimum penalty. 


Offenders convicted of a sex offense increased from 3.2 percent (n=2,317) of federal 
offenders, in fiscal year 2010, to 4.2 percent (n=2,633) in fiscal year 2016. 

The number of offenders convicted of sexual abuse offenses has steadily increased since 
the Commission’s 2011 Mandatory Minimum Report, from 639 offenders in fiscal year 
2010 to a high of 1,148 offenders in fiscal year 2016. Additionally, the percentage of 
sexual abuse offenders convicted of an offense carrying a mandatory minimum penalty 
also increased substantially, from 21.4 percent in fiscal year 2004, to a high of 63.2 
percent in fiscal year 2016. 

While also increasing over time since 2004, the number of child pornography offenders 
has remained relatively stable since the Commission’s 2011 Mandatory Minimum Report, 
decreasing slightly from 1,675 offenders in fiscal year 2010 to 1,565 in fiscal year 2016. 
The percentage of child pornography offenders convicted of an offense carrying a 
mandatory minimum penalty, however, has generally increased, from 50.2 percent in 
fiscal year 2010 to a high of 61.2 percent in 2014, before leveling off to 59.6 percent in 
fiscal 2016. 


Sex offenders are demographically different than offenders convicted of other offenses 
carrying mandatory minimum penalties. 


In fiscal year 2016, Native American offenders comprised a larger percentage of sexual 
abuse offenders than of any other offense carrying a mandatory minimum penalty. They 
constituted 11.7 percent of sexual abuse offenders overall and represented the largest 
portion (28.2%) of sexual abuse offenders convicted of an offense not carrying a 
mandatory minimum penalty. 

White offenders constituted over 80 percent of offenders convicted of any child 
pornography offense (80.9%), convicted of a child pornography offense carrying a 
mandatory minimum penalty (83.0%), and those subject to that penalty (83.2%). In 
comparison, White offenders comprised 22.7 percent, 27.2 percent, and 31.1 percent of 
all federal offenders, federal offenders convicted of any offense carrying a mandatory 
minimum penalty, and federal offenders subject to any mandatory minimum penalty, 
respectively. 

The average age for all child pornography offenders and child pornography offenders 
convicted of an offense carrying a mandatory minimum penalty was 42, five years older 
than the average age for federal offenders convicted of an offense carrying any 
mandatory minimum penalty. Nearly half of all child pornography offenders were 41 or 
older (48.0%). 


e While the average age for sexual abuse offenders was the same as the average age of 
federal offenders overall (37), of those convicted of a mandatory minimum penalty, 17.6 
percent were older than 50 and 20.5 percent were between 41 and 50. 


Offenders convicted of sex offenses carrying a mandatory minimum penalty are sentenced 
to longer terms than those convicted of sex offenses not carrying a mandatory minimum 
penalty. 

e In fiscal year 2016, the average sentence for offenders convicted of a sexual abuse 
offense carrying a mandatory minimum penalty was nearly three times longer than the 
average sentence for offenders convicted of a sexual abuse offense not carrying a 
mandatory minimum penalty (252 months compared to 86 months). 

e The average sentence for child pornography offenders who faced a ten-year mandatory 
minimum penalty because of a prior sex offense conviction (136 months) was 
substantially longer than the average sentence for those offenders who were convicted of 
a possession offense (without a prior sex offense), which does not carry a mandatory 
minimum penalty (55 months). 

e Child pornography offenders convicted of distribution (140 months) and receipt offenses 
(93 months), which carry a five-year mandatory minimum penalty, also had a longer 
average sentence than offenders convicted of possession offenses (55 months), who did 
not face a mandatory minimum penalty. 


Although Commission analysis has demonstrated that there is little meaningful distinction 
between the conduct involved in receipt and possession offenses, the average sentence for 
offenders convicted of a receipt offense, which carries a five year mandatory minimum 
penalty, is substantially longer than the average sentence for offenders convicted of a 
possession offense, which carries no mandatory minimum penalty. 
e In fiscal year 2016, the average sentence for receipt offenders (without a prior sex offense 
conviction) was two and a half years longer (85 months) than the average sentence length 
for possession offenders (without a prior sex offense conviction) (55 months). 


While still constituting a relatively small percentage of the prison population, the number 
of both sexual abuse offenders and child pornography offenders in Federal Prisons custody 
has steadily increased, with both reaching population highs as of September 30, 2016. 

e Sexual abuse offenders accounted for only 3.5 percent (n=5,764) of the federal prison 
population as of September 30, 2016, but the number of sexual abuse offenders in a 
federal prison has steadily increased since fiscal year 2004, from 1,640 offenders to a 
high of 5,764 in fiscal year 2016. The number of offenders convicted of a sexual abuse 
offense carrying a mandatory minimum penalty in the federal prison population has 
increased at a similar rate, from 276 to 4,055, during the same time period. 

e Child pornography offenders accounted for only 5.1 percent (n=8,508) of the federal 
prison population as of September 30, 2016, but the number of child pornography 
offenders in federal prison has steadily increased since fiscal year 2004, from 1,259 
offenders to a high of 8,508 in fiscal year 2016. The number of offenders convicted of a 
child pornography offense carrying a mandatory minimum penalty in the federal prison 
population has increased at a similar rate, from 118 to 6,303 during the same time period. 


Child Exploitation News 


82 Arrested in Multi-State Child Exploitation Operation Named “Operation Southern 
Impact IIT” May 3, 2019 


Decatur, GA — A total of 82 people were arrested, and 17 children were rescued or identified as 
victims during a mutually coordinated operation between eight (8) southeastern states. The joint, 
proactive operation, Operation Southern Impact III, was coordinated by ten (10) Internet Crimes 
Against Children Task Forces in those eight states and focused on persons who possess and 
distribute child pornography and those who are sexually exploiting children in other ways using 
technology and the internet. The planning for Operation Southern Impact II began 
approximately 4 months ago and culminated in 3 days of investigative actions to include search 
watrant executions, undercover operations, arrests and sex offender compliance verification 
visits in Alabama, Florida, Georgia, Maryland, North Carolina, South Carolina, Virginia, and 
West Virginia. A total of 171 law enforcement and prosecutorial agencies participated in the 
operation. 


The arrestees ranged in age from 20 to 70. Some of their occupations included non-profit 
employee, small business owner, store clerk, mechanic, daycare administrator, youth group 
leader, former high school band director, freelance photographer, construction worker and 
painter. During the operation, 134 search warrants were executed and 215 knock and talks were 
conducted in those eight (8) states. During those search warrants and knock and talks, 861 digital 
devices were previewed and 1,613 digital devices were seized. Of those devices seized 203 were 
mobile phones. 


These investigative actions resulted from both reactive cases such as cybertips received by each 
ICAC Task Force from the National Center for Missing and Exploited Children (NCMEC), and 
proactive cases such as peer-to-peer investigations and proactive, on-line undercover 
investigations. Daily each task force receives numerous cybertips from NCMEC related to 
online child exploitation. During Operation Southern Impact III, the investigations related to 
248 cybertips were progressed through the execution of these search warrants and knock and 
talks, and through the seizure of digital devices which will be forensically processed in the 
coming weeks. There were 22 internet safety presentations or related events held during the 
operation as well. 


The continued collaboration among the national network of ICAC Task Forces is one of the most 
successful partnerships in the history of law enforcement. The 61 ICAC Task Forces across the 
country are working cases and conducting investigative actions like these every day. The 
Commanders of the Internet Crimes Against Children Task Forces in these states wanted to 
reinforce to those who harm and exploit children that the ICAC Task Forces will tirelessly work 
together to make an impact in their respective states and the region as a whole. The cooperation 
among agencies and among states illustrates their level of commitment to detect, arrest, and 
prosecute child predators. Cooperation is always important in law enforcement, but it is never 
more important than when we set out to protect children. Operation Southern Impact III has 
given us an opportunity to share our experience, information, and resources across units, 


agencies, and state lines, to make sure that there is no safe place to hide for criminals who would 
victimize the most vulnerable among us. 


In Georgia, 31 people were arrested during Operation Southern Impact III. Most of those arrests 
involved the possession and/or distribution of child pornography. While investigators regularly 
target the trading of all types of child pornography, in Operation Southern Impact III 
investigators targeted those seeking out and distributing the most violent sexual abuse material 
involving infants and toddlers. The possession, distribution and production of these horrific 
images is not uncommon. The Georgia ICAC Task Force consistently finds this type of content. 
Special Agent in Charge of the GBI’s Child Exploitation and Computer Crimes Unit and 
Commander of the Georgia ICAC Task Force, Debbie Garner, stated that “the dedicated law 
enforcement professionals that are part of the Georgia ICAC Task Force will not cease searching 
for those who are producing, trading and collecting this graphic material. We will continue to 
work together to find, investigate and prosecute these predators.” 


Seven (7) of those arrested in Georgia traveled for the purpose of meeting and having sex with a 
minor. A goal of the operation was to arrest persons who communicate with children on-line and 
then travel to meet them for the purpose of having sex. On-line child predators visit chat rooms 
and websites on the internet, find children, begin conversations with them, introduce sexual 
content and arrange a meeting with the children for the purpose of having sex. The children 
these predators target are both boys and girls. 


During the operation, four (4) registered sex offenders were encountered and arrested in Georgia 
on charges related to child pornography. One (1) of the registered sex offenders arrested during 
Operation Southern Impact III was initially arrested by the GBI during a very similar operation 
in 2015. 


Additionally, as part of Operation Southern Impact III, Department of Community Supervision 
(DCS) Officers across the state, working with numerous local law enforcement agencies, 
conducted searches and attempted warrant service on sex offenders that had violated the terms of 
their supervision. As a result of their efforts, 1,153 searches and 93 arrests were completed. Eight 
(8) firearms, as well as ammunition, pornographic material, drugs, and drug paraphernalia, were 
located during the searches. Of those arrested, 32 were under supervision for a computer-related 
sex offense. DCS is an active member of the Georgia ICAC Task Force. Everyday DCS Officers 
work diligently in their communities to provide opportunities for successful outcomes, while 
holding offenders accountable. 


In Georgia, a total of 56 search warrants were executed and 41 knock and talks were conducted 
during Operation Southern Impact III. Law enforcement officers conducting the searches were 
looking for evidence of possession and distribution of child pornography using the internet as 
well as evidence of other child exploitation related crimes. Over the course of the operation, 305 
digital devices were examined on site and 972 digital media and devices were seized as evidence. 
During these searches, illegal drugs and firearms were found as well. The operation was a 
coordinated effort between the following local, state, and federal criminal justice agencies in 
Georgia: 


Air Force Office of Special Investigations 
Alpharetta Police Department 

Americus Police Department 
Athens-Clarke County Police Department 
Atlanta Police Department 

Baldwin County Sheriff's Office 

Barrow County Sheriffs Office 

Bartow County Sheriff’s Office 

Bibb County Sheriff's Office 

Burke County Sheriffs Office 

Camden County Sheriff's Office 

Candler County Sheriff’s Office 

Carroll County Sheriffs Office 

Clayton County Police Department 
Cherokee County Sheriffs Office 

Cobb County Police Department 

Colquitt County Sheriff's Office 
Columbia County Sheriffs Office 
Coweta County Sheriffs Office 
Crawford County Sheriff's Office 
Dawson County Sheriffs Office 

DeKalb County Police Department 
DeKalb County District Attorney’s Office 
Department of Community Supervision 
Duluth Police Department 

Effingham County Sheriffs Office 
Federal Bureau of Investigation 

Floyd County Police Department 

Forsyth County Sheriff's Office 

Ft. Valley Police Department 

Georgia Bureau of Investigation 

GA Fusion Center — GBI-GISAC 

Glynn County Sheriff’s Office 

Glynn County Police Department 

Greene County Sheriff's Office 

Gwinnett County Police Department 
Gwinnett County District Attorney’s Office 
Habersham County Sheriff's Office 

Hall County Sheriff's Office 

Haralson County Sheriffs Office 

Heard County Sheriffs Office 

Henry County Police Department 

Henry County Sheriff's Office Hiram Police Department 
Houston County Sheriffs Office 
Jefferson Police Department 

Jesup Police Department 


John’s Creek Police Department 
Jones County Sheriff's Office 
Liberty County Sheriff’s Office 
Marietta Police Department 
Lilburn Police Department 

Long County Sheriff’s Office 
Lowndes County Sheriffs Office 
McIntosh County Sheriffs Office 
Monroe County Sheriff’s Office 
Morgan County Sheriff's Office 
Muscogee County Sheriff's Office 
Newton County Sheriff's Office 
Paulding County Sheriffs Office 
Peach County Sheriff's Office 
Polk County Police Department 
Putnam County Sheriff's Office 
Richmond County Sheriff’s Office 
Roswell Police Department 
Sandy Springs Police Department 
Savannah Police Department 
Sumter County Sheriff’s Office 
Suwanee Police Department 
Thomas County Sheriff’s Office 
Troup County Sheriff’s Office 
Tyrone Police Department 

United States Department of Homeland Security 
United States Marshals Service 
United States Secret Service 
Walton County Sheriff’s Office 
Wayne County Sheriffs Office 
Wilkinson County Sheriff's Office 


Those arrested in Georgia were charged with crimes pursuant to O.C.G.A. 16-12-100.2, 
Computer Pornography and Child Exploitation Prevention Act of 2007. Additional charges are 
likely and other arrests will occur after analysis of seized digital devices. 


Those in custody and charged in Georgia as part of Operation Southern Impact III are: 


James Barfield IV, 51, Atlanta, GA, home improvement store employee 
Dillan M. Bell, 26, Allenhurst, GA, unemployed 

Gerald Chamberlain, 34, Rome, GA, golf course maintenance worker 
Carol Chellew, 56, Jefferson, GA, county employee 

Doug Chellew, 56, Jefferson, GA, department store employee 

Timothy Wayne Diggs, 39, Metter, GA, information technology specialist 
Keith James Diver, 37, Norcross, GA, restaurant employee 

Erick Noe Gonzalez, 26, Buford, GA, landscaper 


Erik Gordon, 30, Morrow, GA, shipping company employee 
Desmond Lemond Hasley, 27, Douglasville, GA, staffing company employee 
Keidron Jayquan Isham, 23, Rome, GA, unemployed 

Claude Martin Johnson IV, 21, Augusta, GA, unemployed 
Andrew Kim, 30, Suwanee, GA, business owner 

Jordan Logan, 33, Grovetown, GA, painter 

Jonathan Craig Manning, 28, Rome, GA, railroad worker 
Andrew J. Martz, 30, Tyrone, GA, student 

Matthew James McDurmond, 26, Cedartown, unknown 

Terry Menard, 61, Roswell, GA, multimedia designer 

Daniel Joseph Mullinax, 35, Auburn, GA, unemployed 

Justin Lee Myers, 22, Cleveland, GA, unknown 

Andrew Benjamin Nelson, 42, Marietta, GA, construction worker 
Michael David Quinn, 44, Roswell, GA, unknown 

Matthew Steven Ramski, 37, Cumming, GA, graphic design artist 
Arlen Lemuel Riddle, 46, Muscadine, AL, fireman 

Malchijah Robinson, 40, Decatur, GA, unemployed 

David Chris Sammons, 33, Eatonton, GA, factory worker 

Omar S. Sanchez-Viera, 40, Jonesboro, GA, health supplement company employee 
Chad Sitzwohl, 35, Dawsonville, GA, factory worker 

Wille D. Slaughter, 33, Valdosta, GA, military veteran 

Wan Yeung Tang, 45, Cumming, GA, dishwasher 

Tyler Wooten, 21, Sharpsburg, GA, student 


The Georgia ICAC Task Force is comprised of 230+ local, state, and federal law enforcement 
agencies, other related criminal justice agencies and prosecutor’s offices. The mission of the 
ICAC Task Force, created by the U. S. Department of Justice and managed and operated by the 
GBI in Georgia, is to assist state and local law enforcement agencies in developing an effective 
response to cyber enticement and child pornography cases. This support encompasses forensic 
and investigative components, training and technical assistance, victim services, prevention and 
community education. The ICAC Program was developed in response to the increasing number 
of children and teenagers using the internet, the proliferation of child pornography, and the 
heightened online activity by predators searching for unsupervised contact with underage 
victims. By helping state and local law enforcement agencies develop effective and sustainable 
responses to online child victimization and child pornography, the ICAC program delivers 
national resources at the local level. 


The Georgia ICAC Task Force made 244 arrests in 2015. In 2016, the Georgia ICAC Task Force 
arrested 340 persons. In 2017, the Georgia ICAC Task Force arrested 350 people for crimes 
related on online child exploitation. In 2018, the Georgia ICAC Task Force made 307 arrests. 
The Georgia ICAC TF received almost 5,000 tips from the National Center for Missing and 
Exploited Children (NCMEC) in 2018. 


ICE, Peruvian authorities’ rescue 36 sex trafficking victims, including 11 minors Victims as 
young as 4 years old 2/08/2015 


LIMA, Peru — An international law enforcement operation culminated Saturday with the arrests 
of six individuals involved in sex trafficking and the rescue of 36 sex trafficking victims, 
including 11 minors. 


U.S. Immigration and Customs Enforcement’s (ICE) Homeland Security Investigations (HSI) 
Attaché Office covering the Andean region and the Peruvian National Police (PNP) conducted 
the binational law enforcement operation leading up to the arrests. 


Five of those arrested are Peruvian citizens. They face charges for human trafficking of minors, 
pimping and pandering. The remaining individual, Joshua David Brown, a U.S. citizen, is 
alleged to have facilitated sex tourism and exploitation of children. He faces criminal charges in 
Peru, and if convicted, faces at least 25 years imprisonment. Brown may also face criminal 
charges in the United States under the Protect Act. 


The rescued victims are all Peruvian and one is as young as 4 years old. According to Peruvian 
law enforcement, the 4 year old was being offered for $7,000 in U.S. currency. All the rescued 
minors are in the care of Peruvian child welfare services. 


Nine executed search warrants yielded large amounts of child pornography. Officers also seized 
one gun along with narcotics. 


The Peruvian Attorney General’s Office is handling the prosecution of the case. If convicted, the 
defendants face up to 25 years imprisonment. 


Andean region Attaché Luis Sierra said, “We commend the government of Peru and the PNP for 
their swift action in bringing this case to fruition. The children and adults rescued as part of this 
case lived a horrible nightmare at the hands of these monsters. Our message is clear: if you’re 
abusing the innocent, we will not rest until you’re found and put behind bars.” 


This investigation was conducted under HSI’s Operation Predator, an international initiative to 
protect children from sexual predators. Since the launch of Operation Predator in 2003, HSI has 
arrested more than 12,000 individuals for crimes against children, including the production and 
distribution of online child pornography, traveling overseas for sex with minors, and sex 
trafficking of children. In fiscal year 2014, more than 2,300 individuals were arrested by HSI 
special agents under this initiative and more than 1,000 victims identified or rescued. 


Wisconsin man, woman plead guilty in North Dakota to sex trafficking children 01/27/2016 


FARGO, N.D. — An eastern Wisconsin man and woman have pleaded guilty to charges related 
to sex trafficking children across state lines. 


These guilty pleas resulted from an investigation by U.S. Immigration and Customs 
Enforcement’s (ICE) Homeland Security Investigations (HSI), and the North Dakota Bureau of 
Criminal Investigation (BCI). 


Kurtis William Johnson, 26, and Tara Malinda Ridley, 26, both of Milwaukee, Wisconsin, 
pleaded guilty before U. S. District Judge Ralph R Erickson. Johnson pleaded guilty to two 
counts of sex trafficking children and one count of conspiracy to commit sex trafficking. Ridley 
pleaded guilty to one count of interstate travel in aid of prostitution. 


This case came to the attention of law enforcement after the North Dakota Highway Patrol pulled 
over a rental vehicle driven by Kurtis Johnson. Inside the vehicle officers found Johnson, and 
adult woman and a 17-year-old female whom he was transporting from Milwaukee to Bismarck, 
North Dakota. Through questioning, authorities learned he was taking the women to North 
Dakota for the purpose of prostitution. 


A subsequent investigation revealed that Johnson was provided narcotics by Tyrice Akins in 
exchange for transporting women and a juvenile to various locations throughout the United 
States for the purpose of prostitution. Johnson took people to various states including Florida, 
Louisiana, and North Dakota, throughout 2014 and 2015. 


This investigation further revealed that Tara Ridley facilitated Tyrice Akins’ business enterprise 
involving prostitution by renting vehicles for Akins that were used by Johnson to transport the 
women to North Dakota and elsewhere. 


Tyrice Akins was previously indicted in May 2015, and is currently awaiting a federal trial April 
12. 


This investigation was conducted under HSI’s Operation Predator, an international initiative to 
protect children from sexual predators. Since the launch of Operation Predator in 2003, HSI has 
arrested more than 14,000 individuals for crimes against children, including the production and 
distribution of online child pornography, traveling overseas for sex with minors, and sex 
trafficking of children. In fiscal year 2015, nearly 2,400 individuals were arrested by HSI special 
agents under this initiative and more than 1,000 victims identified or rescued. 


80 year sentence for child exploitation 03/29/2019 


ORLANDO — A man was sentenced to 80 years in federal prison for production and possession 
of child pornography yesterday. This case was investigated by U.S. Immigration and Customs 
Enforcement’s (ICE) Homeland Security Investigations (HSI), the Brevard County Sheriff’s 
Office, and the Cocoa Beach Police Department. 


According to court documents, Keneon Fitzroy Isaac, 45, of Cocoa, sexually abused a homeless, 
13-year-old child on at least two occasions, and recorded the abuse using his smart phone. Isaac 
met the victim at a gas station, where she was panhandling with her mother. During the next two 
months, Isaac gained the family’s trust by providing basic necessities for the family including 
food, clothing, and shelter. Isaac also obtained 213 images of child pornography from the 
internet, some of which depicted the sexual abuse and exploitation of infants, toddlers and 
prepubescent children. 


“This criminal abused the trust of a family under the worst of circumstances,” said HSI Tampa 
Special Agent in Charge James C. Spero. “While this predator has essentially received a life 
sentence, we hope it can provide some closure for the young victim during the healing process.” 


Isaac was found guilty on January 4, 2019. The court also ordered Isaac to forfeit the smart 
phones that he used to commit the offenses. The case was prosecuted by U.S. Attorney Middle 
District Florida Assistant United States Attorney Karen L. Gable 


Los Angeles-area pimp faces life in prison for trafficking 7 children forced or coerced to 
work as prostitutes 4/28/2016 


LOS ANGELES — A Gardena man charged as a result of a probe by U.S. Immigration and 
Customs Enforcement’s (ICE) Homeland Security Investigations (HSI) has been found guilty of 
14 felony counts for trafficking seven girls who worked as prostitutes, several of whom worked 
under threats of force, fraud, or coercion. 


Laron Carter, also known as “Birdd” and variations of that moniker, 39, was found guilty 
Wednesday afternoon by a federal jury following a five-day trial. The jury convicted Carter of 
seven counts of sex trafficking of a minor by force, fraud or coercion; and seven counts of 
transporting a child to engage in prostitution. The evidence at trial showed Carter trafficked girls 
as young as 13 and subjected some of them to beatings, which included victims being punched in 
the face and whipped with a belt. 


“The evidence at trial showed that Mr. Carter bragged about being a ‘pimp,’ and that he forced 
girls through violence and coercion to sell their bodies for his profit,” said United States 
Attorney Eileen M. Decker. “No child should ever be subjected to this type of exploitation, 
which will forever haunt them and immeasurably alter their lives. This prosecution demonstrates 
law enforcement’s commitment to combating human trafficking on multiple fronts, including 
both traffickers like Carter and customers, while supporting the victims of exploitation.” 


The case was tried before U.S. District Judge Virginia Phillips, who is scheduled to sentence 
Carter July 18. At sentencing, Carter will face a mandatory minimum sentence of 15 years in 
federal prison and a statutory maximum sentence of life without parole. 


“This verdict and the possible life prison sentence it carries should give solemn pause to anyone 
considering selling minors for sex,” said Joseph Macias, special agent in charge for HSI Los 
Angeles. “Those who sexually exploit young people for financial gain show that greed has no 
bounds. HSI will continue to work closely with its law enforcement partners and prosecutors to 
protect those who cannot protect themselves.” 


The case against Carter stemmed from the rescue of a 16-year-old girl in 2013. The victim told 
investigators from the Los Angeles County Sheriff's Department and HSI she had been recruited 
by Carter to travel from Minneapolis to Los Angeles. When she arrived in Southern California, 
Carter forced her into prostitution. As part of his activities, Carter took this victim to a hotel in El 
Segundo and advertised her services on backpage.com. The victim “ran away at one point, but 
she found herself lost with no money and returned,” according to a trial memorandum filed in 
this case. “When she returned, the defendant beat her and whipped her with a belt for leaving.” 


After this victim was rescued, investigators located six other girls who had been coerced or 
physically forced into prostitution by Carter between 2003 and 2010. 

During the trial, the jury saw Facebook postings in which Carter described himself as a “cross 
country pimp” who worked for “Pimpin International.” The jury also saw photos of tattoos with 
the “Birdd” moniker that victims were forced to get. 


Los Angeles-area gang member and longtime pimp gets 40-year federal prison term for sex 
trafficking of children 07/18/2016 


LOS ANGELES — A Gardena man who was found guilty of sex trafficking seven girls, most of 
whom had been coerced or forced to work as prostitutes, was sentenced Monday to 40 years in 
federal prison. 


Laron Darrell Carter, also known as “Birdd” and variations of that moniker, 39, received the 
sentence from U.S. District Judge Virginia A. Phillips, who also ordered the defendant to pay 
$631,248 in restitution to six of his victims. The case was the result of a probe by U.S. 
Immigration and Customs Enforcement’s (ICE) Homeland Security Investigations (HSI) and the 
Los Angeles County Sheriff’s Department. 


Following a five-day trial in April, a jury convicted Carter of seven counts of sex trafficking of a 
minor by force, fraud or coercion, and seven counts of transporting a child to engage in 
prostitution. 


The evidence at trial showed that Carter, a Crip gang member, trafficked girls as young as 13 and 
subjected some of them to beatings, which included victims being punched in the face and 
whipped with a belt. 


Carter’s “conduct in this case spanned a decade as he prostituted the seven minor victims from 
2003 to 2013” and transported them from California to Arizona, Texas, Georgia, Washington DC 
and Nevada, prosecutors wrote in a sentencing memorandum filed with the court. 


“This defendant appeared to relish his role exploiting young children, but now he will pay a 
heavy price for the immeasurable damage he caused to his young victims,” said United States 
Attorney Eileen M. Decker. “Mr. Carter was able to seduce child victims into prostitution by 
tricking them into thinking he was their boyfriend, but he turned violent when the girls tried to 
leave or violated his ‘rules.’ No person, and particularly no child, should ever be subject to this 
type of exploitation and abuse.” 


The case against Carter stemmed from the rescue of a 16-year-old girl in 2013. The victim told 
investigators from HSI and the Los Angeles County Sheriff's Department that she had been 
recruited by Carter to travel from Minneapolis to Los Angeles. When she arrived in Southern 
California, Carter forced her into prostitution. As part of his activities, Carter took this victim to 
a hotel in El Segundo and advertised her services on backpage.com. The victim “ran away at one 
point, but she found herself lost with no money and returned,” according to court documents. 
“When she returned, defendant beat her and whipped her with a belt for leaving.” 


After this victim was rescued, investigators located six other girls — one of whom was only 13 — 
who had been coerced or physically forced into prostitution by Carter between 2003 and 2010. 
“Above all, this sentence assures no more girls will fall prey to this brazen and manipulative 
sexual predator for decades to come,” said Joseph Macias, special agent in charge of HSI Los 
Angeles. “But the outcome of this case should also serve as a sobering warning to those engaged 
in the sex trafficking of minors about the severe consequences for those who commit such 


crimes. HSI will continue to work tirelessly with its federal and local counterparts to identify 
these dangerous offenders and bring them to justice. Our efforts are vital to protecting young 
people from the fear and suffering these predators inflict on their victims.” 


During the trial earlier this year, the jury saw Facebook postings in which Carter described 
himself as a “cross country pimp” who worked for “Pimpin International.” The jury also saw 
photos of tattoos with the “Birdd” moniker that victims were forced to get. 


The case against Carter was prosecuted by Assistant United States Attorneys Jeff Mitchell and 
Jeffrey M. Chemerinsky of the Violent and Organized Crime Section. 


2 plead guilty in one of largest child pornography cases in US history 04/17/2013 


SHREVEPORT, La. — Two men pleaded guilty to felony charges in federal court April 11 for 
their participation in an international criminal network known as Dreamboard, which produced 
and disseminated depictions of graphic child sexual abuse via the Internet. 


Forty-seven individuals have now pleaded guilty for their roles in Dreamboard, which is the 
largest child pornography bulletin board prosecution in U.S. history. 


The guilty pleas follow an investigation by U.S. Immigration and Customs Enforcement's (ICE) 
Homeland Security Investigations (HSI), along with dozens of other law enforcement agencies, 
as part of Operation Delego, an ongoing investigation launched in December 2009 targeting 
Dreamboard members around the world. 


Christopher Blackford, 28, of Charleston, S.C., pleaded guilty to participating in a child 
exploitation enterprise and faces 20 years to life in prison, a $250,000 fine, and five years of 
supervised release. According to court documents, Blackford admitted he joined Dreamboard in 
December 2009 and contributed 84 posts to the online bulletin board that contained child 
pornography. 


William Davis, 39, of Bristol, N.H., pleaded guilty to conspiracy to advertise child pornography 
and faces 15 to 30 years in prison, a $250,000 fine, and at least five years of supervised release 
for his role in Dreamboard. Davis admitted in his guilty plea that he posted advertisements 
offering to distribute child pornography to other members of the board. 


Blackford and Davis are scheduled to be sentenced in U.S. District Court for the Western District 
of Louisiana July 29. 

"The sexual abuse of innocent children is one of the most unconscionable violations of trust 
imaginable," said HSI New Orleans Special Agent in Charge Raymond R. Parmer Jr. 
"Investigating and prosecuting the perpetrators of these horrendous crimes is one of our highest 
priorities and HSI will continue to work with its law enforcement partners to bring these 
criminals to justice." 


Parmer oversees a five-state region including Louisiana, Alabama, Arkansas, Mississippi and 
Tennessee. 


Dreamboard was a members-only online bulletin board created and operated to promote 
pedophilia and encourage the sexual abuse of young children in an environment designed to 
avoid law enforcement detection. 


According to court documents, Dreamboard members traded graphic images and videos of adults 
molesting children. Prospective members had to create and share child pornography to gain entry 
into the group and to maintain membership once accepted. Dreamboard members employed a 
variety of measures designed to conceal their criminal activity from detection by law 
enforcement. Members communicated using aliases rather than their actual names and content 
posted on Dreamboard was encrypted with a password shared only with other members. 


Members also employed proxy servers to route the group's internet traffic through other 
computers in an attempt prevent law enforcement from tracing internet activity. 


A total of 72 individuals, including Blackford and Davis, have been charged as a result of 
Operation Delego, which is the largest prosecution in United States history of an online bulletin 
board network dedicated to child sexual abuse. Fifty-seven of these individuals have been 
arrested; 47 defendants have pleaded guilty for their roles in the conspiracy and an additional 
defendant was convicted after a trial. 


Fifteen of the 72 charged individuals remain at large and are known only by their online 
identities. 


HSI continues to investigate the case in an effort to identify and apprehend these remaining 
individuals. 


This investigation was part of Operation Predator, a nationwide HSI initiative to protect children 
from sexual predators, including those who travel overseas for sex with minors, Internet child 
pornographers, criminal alien sex offenders and child sex traffickers. 


Four Men Sentenced for Engaging in Child Exploitation Enterprise September 15, 2017 


The last four men in a six-defendant conspiracy were sentenced yesterday for their role in a child 
exploitation enterprise, announced Acting Assistant Attorney General Kenneth A. Blanco of the 
Justice Department’s Criminal Division and Acting U.S. Attorney Daniel L. Lemisch of the 
Eastern District of Michigan. 


Justin Fuller, 37, of Modesto, California, was sentenced to 35 years. On April 13, a jury found 
Fuller guilty of one count of engaging in a child exploitation enterprise; one count of conspiracy 
to produce child pornography; five counts of production of child pornography; one count of 
conspiracy to receive child pornography; one count of conspiracy to access with intent to view 
child pornography; and five counts of enticement of a minor to engage in illegal sexual activity. 


According to trial evidence, between Nov. 16, 2013 and March 10, 2016, Fuller and his five co- 
conspirators located in different states worked together to lure juvenile girls to a video chat 
website in order to get them to engage in sexually explicit conduct. The group members 
predominantly targeted prepubescent girls and would, unbeknownst to the girls, record the lured 
young girls performing the sexually explicit conduct. The group was active for approximately 
two years and communicated with each other through “base” chatrooms that were password- 
protected. In the base chat rooms, Fuller and co-conspirators strategized how to convince minor 
females to produce child pornography, including pretending to be teenage boys or girls to help 
convince the minor females to engage in sexual activity. 


Three other co-conspirators were also sentenced today. Virgil Napier, 54, of Waterford, 
Michigan, pleaded guilty on June 21, 2016, and was sentenced to 20 years. John Garrison, 52, of 
Glenarm, Illinois, pleaded guilty on July 11, 2016, and was sentenced to 35 years. Thomas 
Dougherty, 54, of Vallejo, California, pleaded guilty on February 24, and was sentenced to 26 
years. 


Additionally, on Sept. 23, 2016, Dantly Nicart, 39, a citizen of the Philippines residing in Las 
Vegas, pleaded guilty, and, on March 2, was sentenced to 20 years imprisonment followed by 
five years of supervised release and was ordered to pay $150,000 in restitution. On June 21, 
2016, Brandon Henneberg, 31, of Diller, Nebraska, pleaded guilty in the District of Nebraska, 
and, on Sept. 14, 2016, he was sentenced to 35 years imprisonment, followed by a lifetime term 
of supervised release and order to pay $60,000 in restitution. 


Trial Attorney Austin M. Berry of the Child Exploitation and Obscenity Section (CEOS) of the 
Justice Department’s Criminal Division and Assistant U.S. Attorney April N. Russo of the 
Eastern District of Michigan are prosecuting the case. The FBI’s Detroit Field Office and 
Southeast Michigan Trafficking and Exploitation Crimes task force investigated the case with 
assistance from CEOS’s High Technology Investigative Unit. 


Child Sexual Exploitation Ring Collaborative Law Enforcement Efforts Dismantle 
Conspiracy February 27, 2018 


In late 2015 through early 2016, vulnerable girls as young as 14 and 16 were being exploited as 
part of a sex trafficking ring run by a group of conspirators in Ohio and Indiana. 


But thanks to a joint law enforcement effort conducted by the FBI-led Toledo Child Exploitation 
Task Force, the ringleader of the conspiracy as well as the other six participants were eventually 
brought to justice and sentenced to lengthy federal prison terms. 


The case started in December 2015, when the Lima (Ohio) Police Department began 
investigating allegations of human trafficking and forced prostitution involving a juvenile victim. 
One of the Lima officers who originally interviewed the victim was also a member of the Child 
Exploitation Task Force. That officer—based on his previous task force experiences— 
understood that the interstate aspects of the case made it a good candidate for federal jurisdiction, 
which often results in enhanced investigative resources and stronger criminal justice penalties. 


So the case was referred to the task force—specifically to Special Agent Devon Lossick, the task 
force coordinator who works out of the FBI Cleveland Division’s Toledo Resident Agency. 


According to Lossick, Lima resident Lorenzo Young was the leader of the group and was 
assisted, in varying degrees, by his longtime friend Aundre Davis, as well as by his girlfriend, 
mother, and three acquaintances. 


“Members of the conspiracy would go after vulnerable and trusting young girls—usually 
runaways and others estranged from their families—by promising them money and then coaxing 
them into posing for sexually explicit photos,” Lossick explained. The photos would be posted to 
the adult entertainment sections of a classified ads website; when interested customers reached 
out, the girls would be transported to apartments in Lima or to motel rooms in nearby Fort 
Wayne across the Indiana state line. 


“And the financial proceeds of the transactions would go straight into the pockets of Young and 
his co-conspirators,” said Lossick. 


Once the task force was on the case, investigators began to question some of the victims, 
gathered motel records and receipts, reviewed video surveillance, and conducted physical 
surveillance and court-authorized electronic surveillance on the suspects. 


At one point, Young suspected he might be under federal investigation and began instructing his 
mother to delete text messages and e-mails related to the criminal activity. Young also directed 
others in the conspiracy to post threatening messages on social media to discourage the victims 
from talking to law enforcement. 


By June 2016, investigators had enough evidence, and seven individuals—including Young— 
were charged by a federal jury in Ohio. Five were indicted on human trafficking charges, and 
two on charges related to obstructing the investigation. Five subjects eventually pleaded guilty 


and were sentenced, but Lorenzo Young and his friend Aundre Davis opted for a trial. Both were 
convicted at trial in May 2017, and in December 2017, Young was sentenced to life in prison, 
while Davis received a 30-year term. 


Lossick firmly believes that the successful outcome of this case was the result of “strong and 
collaborative relationships between the FBI and the law enforcement agencies on the task 
force—especially the Lima Police Department, who we worked with closely on this particular 
investigation.” 


And of the ongoing work of the Toledo Child Exploitation Task Force, Lossick says that “it 
continues to be successful at getting kids out of harm’s way and giving victims the support they 
need to get on with their lives.” In the Lorenzo Young case, FBI victim-witness specialists from 
both the Cleveland and Cincinnati Divisions worked with the juveniles exploited by Young and 
his crew, providing them with emergency support, crisis intervention help, social services 
referrals, information about their case, and other victim assistance services. 


Members of International Child Exploitation Conspiracy Plead Guilty Friday, April 14, 
2017 


A Wichita, Kansas man and a Chicopee, Massachusetts man pleaded guilty today to production 
of child pornography for their participation in a group of individuals who operated two websites 
for the purpose of coercing and enticing minors as young as eight years old to engage in sexually 
explicit conduct on web camera. 


Acting Assistant Attorney General Kenneth A. Blanco of the Justice Department’s Criminal 
Division, U.S. Attorney Dana J. Boente of the Eastern District of Virginia and Assistant Director 
Stephen E. Richardson of the FBI’s Criminal Investigative Division made the announcement. 


“Believing they were cloaked in the anonymity of the Internet, the members of the group 
sexually exploited hundreds of children around the nation and globe through deceit and trickery,” 
said Acting Assistant Attorney General Blanco. “This case exemplifies the threat of online 
predators to the world’s most unsuspecting and vulnerable victims. Our prosecutors and law 
enforcement partners are committed to overcoming the challenges posed by these complex 
investigations, identifying and notifying victims and their families and rooting out these 
offenders who lurk and hunt in the shadows of the web.” 


“Despite the increasingly common use of technology to hide their conduct, those who seek to 
take advantage of children online will be found and prosecuted to the full extent of the law,” said 
U.S. Attorney Boente. ““We hope that Operation Subterfuge can serve to show that vulnerable 
victims will get justice.” 


“Crimes against children are among the most heinous crimes that the FBI investigates,” said 
Assistant Director Richardson. “This case is a prime reminder of the FBI’s unwavering 
commitment to delivering justice to those who victimize the most vulnerable members of our 
society. It also serves as a warning that we will stop at nothing to find those who commit these 
despicable acts. I am incredibly proud of the immense amount of time and effort that men and 
women throughout the FBI devoted to this investigation. I am also grateful to all of our partners 
whose collaboration was vital to making this a successful case.” 


Allan Cortez, 34, and Edward Parson, 46, were charged on April 4, 2016, and pleaded guilty 
before U.S. District Judge T.S. Ellis Ill of the Eastern District of Virginia. Sentencing for Cortez 
is set for July 21, 2017, and sentencing for Parson is set for July 14, 2017. 


According to admissions made in connection with the plea agreements, members of the group 
created false profiles on social networking and video sites popular with children posing as young 
teenagers to lure children to two websites they controlled. Parson and Cortez admitted that they 
showed the children who came to the website pre-recorded videos of prior minor victims, often 
engaging in sexually explicit conduct, to convince those children that they were chatting live 
with another minor. Parson and Cortez further admitted that they used these videos to coerce and 
entice the children to engage in sexually explicit activity on their own web cameras, which could 
be viewed live by multiple adult members without the victim’s knowledge. Further, Parson and 
Cortez admitted that these videos were automatically recorded and made available for later 


download. Parsons and Cortez also admitted that the websites ranked the efforts of members to 
successfully lure children to the website and to coerce and entice them to engage in sexually 
explicit conduct on live web camera. Law enforcement agencies have disabled both websites. 

In addition to Parson and Cortez, 10 other group members have been convicted and sentenced as 
follows: 


Name, Age, Hometown Status 


Pleaded guilty in South Africa and was sentenced to 
10 years in prison on May 29, 2015. An extradition 
request remains pending. 


Anthony Evans, 54, of Grahamstown, South 
Africa 


Pleaded guilty June 26, 2015. Sentenced to 21 years in 


William J. Morgan, 36, of Essex, New York prison on Sept. 18, 2015. 


Pleaded guilty July 10, 2015. Sentenced to 18 years in 


Carl Zwengel, 51, of Princeton, Illinois prison on Oct. 2, 2015. 


Pleaded guilty Aug. 14, 2015. Sentenced to 30 months 
Milton Smith, Jr., 34, of Lorton, Virginia in prison on Feb. 3, 2017, after testifying at the trial of 
a co-conspirator. 


Pleaded guilty Aug. 21, 2015. Sentenced to 19 years 


Christopher McNevin, 37, of Carlisle, Ohio in prison on Dec. 4, 2015. 


Pleaded guilty Oct. 30, 2015. Sentenced to 18 years in 


Karlo Hitosis, 32, of Bronx, New York prison on Feb. 5, 2016. 


Pleaded guilty Dec. 18, 2015. Sentenced to 21 years in 


Stephen Funk, 35, of Milwaukee, Wisconsin prisoti.on April 1.2016. 


James B)-Hancock: 45, 6f Thomasville; Geordia Pleaded guilty Dec. 29, 2015. Sentenced to 90 months 
in prison on April 1, 2016. 


Convicted by jury on Jan. 8, 2016. Sentenced to 21 


Brian K. Hendrix, 42, of Mt. Juliet, Tennessee Vearedri prison-on April 8: 2016. 


Pleaded guilty March 10, 2017. Sentencing scheduled 


Jeffery Van Dyke, 46, of Weed, California for Tune 9, 2017. 


An estimated 1,500 minors were lured to the websites. During the investigation, known as 
Operation Subterfuge, the FBI identified 357 minor victims in the United States, and Canada’s 
Royal Canadian Mounted Police’s (RCMP) National Child Exploitation Coordination Centre 
identified 43 minor victims in Canada. The FBI’s efforts to identify victims are ongoing. 


Trial Attorney Lauren Britsch of the Criminal Division’s Child Exploitation and Obscenity 
Section (CEOS) and Assistant U.S. Attorney Whitney Russell of the Eastern District of Virginia 


prosecuted the case. Special Agents with the FBI’s Violence Against Children program led the 
investigation with the assistance of the FBI’s Operation Rescue Me, the Digital Analysis and 
Research Center and the Office of Victim Assistance. The South Africa Police Service, Family 
Violence, Child Protection and Sexual Offenses, Gauteng; Royal Canadian Mounted Police, 
National Child Exploitation Coordination Centre; the Dutch Police Services Agency, KLPD; and 
the Australian Federal Police, Child Protection Operations, Sydney were active partners in 
Operation Subterfuge, a multinational investigation coordinated by members of the FBI’s 
Violent Crimes Against Children International Task Force. 


This case was brought as part of Project Safe Childhood, a nationwide initiative to combat the 
growing epidemic of child sexual exploitation and abuse launched in May 2006 by the 
Department of Justice. Led by U.S. Attorneys’ Offices and CEOS, Project Safe Childhood 
marshals federal, state and local resources to better locate, apprehend and prosecute individuals 
who exploit children via the Internet, as well as to identify and rescue victims. For more 
information about Project Safe Childhood, please visit www.justice.gov/psc. 


California Couple Sentenced to Prison Terms on Federal Child Exploitation Charges 
February 28, 2019 


WASHINGTON -— Jorge Castillo, 37, and his girlfriend, Katherine Briones, 43, both of 
Inglewood, Calif., were sentenced today to prison terms of 25 years and 15 years, respectively, 
after earlier pleading guilty in the District of Columbia to child exploitation charges. 


The announcement was made by U.S. Attorney for the District of Columbia Jessie K. Liu, U.S. 
Attorney for the Central District of California Nicola T. Hanna, Nancy McNamara, Assistant 
Director in Charge of the FBI’s Washington Field Office, Peter Newsham, Chief of the 
Metropolitan Police Department (MPD), and Veronica Allende, Director of the New Jersey 
Division of Criminal Justice. 


Both defendants pled guilty on Dec. 18, 2017, to charges of transportation of a minor with intent 
to engage in criminal activity and production of child pornography. They were sentenced by the 
Honorable Trevor N. McFadden of the U.S. District Court for the District of Columbia. 
Following their prison terms, the defendants must register as sex offenders for a period of 25 
years. Castillo also will be placed on supervised release for the rest of his life, and Briones will 
be placed on supervised release for seven years. Briones also was ordered to pay $5,000 to a 
fund for the victims of sex trafficking. 


Castillo is facing pending state charges in New Jersey of first-degree conspiracy to commit child 
trafficking and second-degree distribution of child pornography. 


According to the government's evidence, on March 13, 2017, Castillo contacted an undercover 
officer with the FBI’s Washington Field Office’s Child Exploitation and Human Trafficking 
Task Force, through a social network site. Castillo and Briones then continued communications 
with this undercover officer over the next few weeks, attempting to set up a meeting with an 
underage girl. During the course of the communications, Castillo also referenced a person on the 
East Coast who he believed had a similar interest in children; unbeknownst to Castillo, that 
person was an undercover detective with the New Jersey State Police, who claimed to have 
access to an underage girl. 


Castillo and Briones arranged to have the two girls transported to Los Angeles for the purpose of 
engaging in sexual acts with them. The defendants planned to provide a hotel room for the 
purported girls and the two undercover officers. On the day this meeting was to take place — 
April 4, 2017 - both defendants were arrested at the Los Angeles International Airport. In a 
search of their cellular telephones, authorities found images of child pornography. 


Castillo and Briones have been in custody since their arrests. 


This case was brought as part of the Department of Justice's Project Safe Childhood initiative 
and investigated by the FBI's Child Exploitation and Human Trafficking Task Force, which 
includes members of the FBI's Washington Field Office and MPD. In February 2006, the 
Attorney General created Project Safe Childhood, a nationwide initiative designed to protect 
children from online exploitation and abuse. Led by the U.S. Attorney's Offices, Project Safe 


Childhood marshals federal, state, and local resources to better locate, apprehend, and prosecute 
individuals who exploit children via the Internet, as well as identify and rescue victims. For more 
information about Project Safe Childhood, please visit www.projectsafechildhood.gov. 


This case was initiated and investigated by the FBI’s Washington Field Office’s Child 
Exploitation and Human Trafficking Task Force, which is composed of FBI Agents, along with 
Detectives from the Metropolitan Police Department, Fairfax County, Va., Police, Arlington 
County Va., Police, Prince William County Va., Police, Alexandria Va., Police, Loudoun 
County, Va. Sheriff's Department, Leesburg, Va., Police Department, the U.S. Marshals Service. 
Additional assistance in this case was provided by the New Jersey Division of Criminal Justice, 
the New Jersey State Police, the FBI’s Los Angeles Field Office, the Los Angeles Police 
Department, the U.S. Department of Homeland Security - Homeland Security Investigations, and 
the U.S. Attorney’s Office for the Central District of California. 


The case was prosecuted by Assistant U.S. Attorney Andrea L. Hertzfeld, of the U.S. Attorney’s 
Office for the District of Columbia, with assistance from Criminal Investigator John Marsh. 
Assistance also was provided by the U.S. Attorney’s Office for the Central District of California. 


Bloomfield Man Sentenced to 120 Years in Prison for Sexual Exploitation of a Child June 
4, 2019 


DES MOINES, Iowa — On June 3, 2019, Steven Douglas Crook, Jr., of Bloomfield, Iowa, was 
sentenced by United States District Court Judge Stephanie M. Rose to the maximum penalty of 
120 years in prison. Crook previously pleaded guilty to four counts of sexual exploitation of a 
child. 


The evidence showed that Crook sexually abused a little girl, sometimes violently, from the time 
she was an infant, until law enforcement rescued the girl from Crook’s home in March 2018, 
when she was six years old. Crook took photographs and videos of the sexual abuse, and, in 
some cases, livestreamed the abuse using the popular social media application Live.me. In doing 
so, he encouraged his followers on Live.me to watch him rape the little girl live on the Internet. 


While announcing what is effectively a life sentence, Judge Rose described Crook’s crimes as 
“horrific.” The judge noted that Crook controlled the victim and hid his crimes for years, and 
called Crook’s actions “insidious,” “thoughtful,” and “manipulat[ive].” Judge Rose explained 
that the effective life sentence was necessary because Crook remains “so very dangerous” to 
children in the community. 


The United States Attorney’s Office for the Southern District of Iowa prioritizes cases involving 
the sexual exploitation of children. As United States Attorney Marc Krickbaum explained, “Any 
time a child is abused in Iowa, if we have photographs or videos of the abuse, the defendant can 
be prosecuted in federal court, and face decades, if not life, behind bars.” Krickbaum continued, 
“Steven Crook will spend the rest of his life in federal prison, where he belongs. We want to 
make sure that other defendants like him, who are a threat to our children, face the stiffest 
penalties federal law allows.” 


U.S. Attorney Krickbaum added a warning about those who remain silent in the face of child 
abuse. “In this case, sexual abuse went undetected for years because family members failed to 
report it to authorities.” Krickbaum said that, ““anyone who believes a child may be a victim of 
abuse, sexual or otherwise, should report the suspected abuse to law enforcement immediately.” 


This case was investigated by the Iowa Division of Criminal Investigation Internet Crimes 
Against Children Task Force, Federal Bureau of Investigation Child Exploitation Task Force, 
Bloomfield Police Department, Davis County Sheriffs Office, and the Davis County Attorney’s 
Office, with critical assistance from the National Center For Missing and Exploited Children. 


Frequently Asked Questions (FAQs) 


Q. Are the Internet Service Providers (ISPs) liable under federal law for websites that depict 
pornography on their servers? 

A. 18 U.S.C. § 2258A requires that an ISP notify the National Center for Missing & Exploited 
Children (NCMEC)’s cyber tipline if it learns of an apparent violation of federal child 
pornography laws, such as the use of its system to commit a child pornography offense. NCMEC 
then forwards the report to law enforcement. If the ISP knowingly and willfully fails to report the 
apparent violation, it is subject to criminal penalties . 


Q. What should I do if I come across a website that exhibits child pornography? 

A. If you have information that a website may be violating the law you should report it 
immediately to your local law enforcement agency, the Federal Bureau of Investigation (FB), or 
to the National Center for Missing & Exploited Children (NCMEC)’s CyberTipline at 
www.cybertipline.com. 


Extraterritorial Sexual Exploitation of Children 


Q. What if an American citizen or national travels overseas on an ordinary trip, not intending to 
engage in sex with minors, but at some point during the trip engages in sex with a minor? 

A. In this case, the American citizen or national may be subject to prosecution under 18 U.S.C. § 
2423(c). Even if the person did not have the intent to engage in sex with a minor at the time he or 
she left the United States, such intent at the time of travel is not necessary. For example, an 
American citizen or national who travels to a foreign country without any such intent, but who 
engages in a commercial sex act with a person under 18 at some point during his stay in that 
foreign country, may be subject to prosecution. 


Q. Lam a travel agent. Do I have criminal liability if one of my client's goes overseas on a sex 
tourism trip? 

A. It is a criminal activity to knowingly arrange, induce, procure or facilitate for profit the travel 
of a person when you know that the person is traveling for the purpose of engaging in illicit 
sexual conduct with minors. 


International Parental Kidnapping 


Q. My child was taken by her other parent to a foreign country. Can CEOS get my child back? 
A. CEOS is a section within the Criminal Division of the U.S. Department of Justice comprised 
of prosecutors. Prosecutors may bring criminal charges against parents who wrongfully abduct 
children abroad or attempt to do so, but prosecutors generally have no control over the return of 
children wrongfully removed from the United States or over further custodial decisions affecting 
the children. Rather, the U.S. Department of State handles the coordination of efforts with 
foreign officials and law enforcement agencies to effectuate the return of children to the United 
States. If the country to which the child has been removed is a signatory to the Hague 
Convention on the Civil Aspects of Parental Child Abduction, in some circumstances, this treaty 
may facilitate the return of the child with the assistance of the State Department. 


Q. Should I just go to the foreign country and try to rescue my child myself? 

A. Taking the law into one's own hands is always a risky proposition. While you may believe 
that you know where your child is located and that you can easily rescue him or her, matters may 
be more complicated when you actually arrive in the foreign country. For example, the taking 
parent may have sought assistance from a foreign court, which may have issued a custody order 
in favor of the taking parent and contrary to the order of a United States Court. In such 
circumstances, your removal of your child from the foreign jurisdiction could result in civil, or 
even criminal sanctions against you by the foreign court. In addition, there have been 
circumstances in which taking parents have filed charges of child abuse against left behind 
parents, who then faced arrest and possible imprisonment when they arrived in the foreign 
country seeking their child. Needless to say, if you are imprisoned in a foreign country, you will 
be able to do little to facilitate your child's return. Moreover, taking parents who feel desperate 
enough may inflict harm on the child or an abandoned parent who has arrived to take back his or 
her child. All of these possibilities suggest that pursuing official channels to obtain the child's 
return is the least likely to result in adverse consequences. 


Q. I think my child's other parent is planning to flee with my child to a foreign country. What 
should I do? 

A. A recent amendment to the international parental kidnapping statute makes it a crime to 
attempt to wrongfully remove a child from the United States with the intent to obstruct a parent's 
custodial rights. If you suspect that your child's other parent has taken a substantial step toward 
removing your child from the United States, such as obtaining a passport for the child, obtaining 
airline tickets for the child, or departing for the airport with your child in an apparent effort to 
leave the country, or has engaged in any other conduct that raises your suspicions, you should 
contact the Federal Bureau of Investigation immediately. The Crimes Against Children 
coordinator at the FBI field office in your geographic region will be able to assist you. The 
contact information for the nearest FBI field office in your area is available at 
http://www.fbi.gov/contact/fo/fo.htm#cities. 


Q. Lam a citizen of a foreign country, and my child was wrongfully brought by his other parent 
to the United States. Who can help me? 

A. The National Center for Missing & Exploited Children (NCMEC) has created a program 
designed to match left-behind parents who are foreign nationals with attorneys practicing in the 
United States. This program, known as the International Child Abduction Attorney Network 
(ICAAN), is a valuable resource for parents new to the American legal system, and can 
substantially assist foreign parents who are seeking the return of their children in United States 
courts. For more information about this program, contact NCMEC's International Division at 1- 
800-The-Lost (1-800-843-5678). 


Obscenity 


Q. What can citizens do if they come across obscenity? 


A. Citizens can use a variety of commercially available software "filter" programs to prevent 
access to Internet sites containing pornographic or otherwise offensive content. For example, 
these porgrams may assit parents in protecting their children from being exposed to obscene 
material. Methods, such as filtering programs, promote individual protection choices and 
simplify the task of parents and others who wish to screen out offensive and harmful material. 
Additionally, citziens can report obscenity violations to law enforement. See Report Violations 
for how to report various obscenity crimes. 


Prostitution of Children 


Q. Does there have to be interstate travel before the prostitution of children can be prosecuted at 
the federal level? Aren’t prostitution offenses generally handled by state and local authorities? 

A. Federal authorities work in tandem with authorities at other levels of government in the 
investigation and prosecution of many crimes, including the prostitution of children. 18 U.S.C. § 
1591, which specifically covers the prostitution of children, does not require proof that either the 
defendant or victim crossed international or state lines. Accordingly, even if the criminal conduct 
was within one state, federal prosecution may be appropriate. In order for a federal case 
involving the prostitution of children to proceed, however, there must be some evidence that the 
crime had an effect on interstate commerce, such as through the use of phones, drugs, or hotels. 


Q. If teenagers are voluntarily engaging in prostitution to earn money, why do you call them 
victims of crime? Aren't they criminals themselves? 

A. It is true that prostitution is prohibited in most places in the United States. However, under 
federal law, children cannot consent to engage in prostitution or be sexually exploited. Because 
children are exploited through prostitution, they are considered to be victims, rather than 
perpetrators, of crime. Congress has indicated that victims of severe forms of trafficking, which 
include child victims of prostitution, should not be punished for activities they undertake while 
being trafficked. In addition, many minors who become involved in prostitution are runaway or 
thrown away children from abusive or otherwise dysfunctional homes. They are often lured into 
prostitution by sophisticated criminals who convince them not only that they will earn money to 
survive, but also that they will be taken care of and have the secure loving environment that they 
lacked at home. These promises are often honored only in the breach - pimps take the money a 
child earns on the streets and pimps engage in severe physical abuse to build a relationship of 
dependency. As a result, children victimized through prostitution are not typically voluntarily 
engaging in prostitution and should be considered victims. 


Q. What are signs that a child is engaged in prostitution or is at risk for being prostituted? 

A. In the United States the victims of child prostitution can be from any background, race, 
gender, ethnicity, socio-economic status, and neighborhood. Many of these children are from 
unstable homes that may be emotionally, physically or sexually abusive, although a great many 
are from seemingly “normal” homes as well. The children may be enticed to leave their home by 
a person offering false promises of “something better” while others may run away or are “thrown 
away” by their parents/caregivers, thus leaving them little to no options for survival. Some of the 
signs to look for include, but are not limited to, the presence of an older or adult boyfriend, 
unexplained absences from school or a drop in academic performance, sudden acquisition of 


expensive clothes or accessories, social isolation from friends and family, and drug addiction, 
which can manifest as changes in their behavior and erratic mood swings. 


Q. What is "survival sex?" 

A. "Survival sex" occurs when a child engages in sex acts in order to obtain money, food, 
shelter, clothing, or other items needed in order to survive. In these situations, the transaction 
typically only involves the child and the customer; children engaged in survival sex are usually 
not controlled or directed by pimps, madamas, or other traffickers. Any individual who pays for 
sex with a child, whether the child is controlled by a pimp or is engaged in survival sex, can be 
prosecuted. 


Q. What should I do if I think a child might be involved in prostitution? 

A.If you have information about a child who might be involved in prostitution, contact your local 
FBI or law enforcement office, or submit a tip to the National Human Trafficking Resource 
Center at 1-888-373-7888 or by texting BeFree (233733) or to the National Center for Missing 
and Exploited Children at www.cybertipline.com or 1-800-843-5678. 


CHILDREN'S ONLINE PRIVACY PROTECTION RULE 
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$312.1 Scope of regulations in this part. 

This part implements the Children's Online Privacy Protection Act of 1998, (15 U.S.C. 6501, et 
seq.,) which prohibits unfair or deceptive acts or practices in connection with the collection, use, 
and/or disclosure of personal information from and about children on the Internet. 

$312.2 Definitions. 

Child means an individual under the age of 13. 


Collects or collection means the gathering of any personal information from a child by any 
means, including but not limited to: 


(1) Requesting, prompting, or encouraging a child to submit personal information online; 

(2) Enabling a child to make personal information publicly available in identifiable form. An 
operator shall not be considered to have collected personal information under this paragraph if it 
takes reasonable measures to delete all or virtually all personal information from a child's 
postings before they are made public and also to delete such information from its records; or 


(3) Passive tracking of a child online. 


Commission means the Federal Trade Commission. 


Delete means to remove personal information such that it is not maintained in retrievable form 
and cannot be retrieved in the normal course of business. 


Disclose or disclosure means, with respect to personal information: 


(1) The release of personal information collected by an operator from a child in identifiable form 
for any purpose, except where an operator provides such information to a person who provides 
support for the internal operations of the Web site or online service; and 


(2) Making personal information collected by an operator from a child publicly available in 
identifiable form by any means, including but not limited to a public posting through the 
Internet, or through a personal home page or screen posted on a Web site or online service; a pen 
pal service; an electronic mail service; a message board; or a chat room. 


Federal agency means an agency, as that term is defined in Section 551(1) of title 5, United 
States Code. 


Internet means collectively the myriad of computer and telecommunications facilities, including 
equipment and operating software, which comprise the interconnected world-wide network of 
networks that employ the Transmission Control Protocol/Internet Protocol, or any predecessor or 
successor protocols to such protocol, to communicate information of all kinds by wire, radio, or 
other methods of transmission. 


Obtaining verifiable consent means making any reasonable effort (taking into consideration 
available technology) to ensure that before personal information is collected from a child, a 
parent of the child: 


(1) Receives notice of the operator's personal information collection, use, and disclosure 
practices; and 


(2) Authorizes any collection, use, and/or disclosure of the personal information. 


Online contact information means an email address or any other substantially similar identifier 
that permits direct contact with a person online, including but not limited to, an instant 
messaging user identifier, a voice over internet protocol (VOIP) identifier, or a video chat user 
identifier. 


Operator means any person who operates a Web site located on the Internet or an online service 
and who collects or maintains personal information from or about the users of or visitors to such 
Web site or online service, or on whose behalf such information is collected or maintained, or 
offers products or services for sale through that Web site or online service, where such Web site 
or online service is operated for commercial purposes involving commerce among the several 
States or with | or more foreign nations; in any territory of the United States or in the District of 
Columbia, or between any such territory and another such territory or any State or foreign nation; 
or between the District of Columbia and any State, territory, or foreign nation. This definition 


does not include any nonprofit entity that would otherwise be exempt from coverage under 
Section 5 of the Federal Trade Commission Act (15 U.S.C. 45). Personal information is collected 
or maintained on behalf of an operator when: 


(1) It is collected or maintained by an agent or service provider of the operator; or 


(2) The operator benefits by allowing another person to collect personal information directly 
from users of such Web site or online service. 


Parent includes a legal guardian. 


Person means any individual, partnership, corporation, trust, estate, cooperative, association, or 
other entity. 


Personal information means individually identifiable information about an individual collected 
online, including: 


(1) A first and last name; 
(2) A home or other physical address including street name and name of a city or town; 
(3) Online contact information as defined in this section; 


(4) A screen or user name where it functions in the same manner as online contact information, 
as defined in this section; 


(5) A telephone number; 

(6) A Social Security number; 

(7) A persistent identifier that can be used to recognize a user over time and across different Web 
sites or online services. Such persistent identifier includes, but is not limited to, a customer 
number held in a cookie, an Internet Protocol (IP) address, a processor or device serial number, 
or unique device identifier; 

(8) A photograph, video, or audio file where such file contains a child's image or voice; 


(9) Geolocation information sufficient to identify street name and name of a city or town; or 


(10) Information concerning the child or the parents of that child that the operator collects online 
from the child and combines with an identifier described in this definition. 


Release of personal information means the sharing, selling, renting, or transfer of personal 
information to any third party. 


Support for the internal operations of the Web site or online service means: 


(1) Those activities necessary to: 

(i) Maintain or analyze the functioning of the Web site or online service; 

(ii) Perform network communications; 

(iii) Authenticate users of, or personalize the content on, the Web site or online service; 


(iv) Serve contextual advertising on the Web site or online service or cap the frequency of 
advertising; 


(v) Protect the security or integrity of the user, Web site, or online service; 
(vi) Ensure legal or regulatory compliance; or 
(vii) Fulfill a request of a child as permitted by §312.5(c)(3) and (4); 


(2) So long as The information collected for the activities listed in paragraphs (1)(1)-(vit) of this 
definition is not used or disclosed to contact a specific individual, including through behavioral 
advertising, to amass a profile on a specific individual, or for any other purpose. 


Third party means any person who is not: 


(1) An operator with respect to the collection or maintenance of personal information on the Web 
site or online service; or 


(2) A person who provides support for the internal operations of the Web site or online service 
and who does not use or disclose information protected under this part for any other purpose. 


Web site or online service directed to children means a commercial Web site or online service, or 
portion thereof, that is targeted to children. 


(1) In determining whether a Web site or online service, or a portion thereof, is directed to 
children, the Commission will consider its subject matter, visual content, use of animated 
characters or child-oriented activities and incentives, music or other audio content, age of 
models, presence of child celebrities or celebrities who appeal to children, language or other 
characteristics of the Web site or online service, as well as whether advertising promoting or 
appearing on the Web site or online service is directed to children. The Commission will also 
consider competent and reliable empirical evidence regarding audience composition, and 
evidence regarding the intended audience. 


(2) A Web site or online service shall be deemed directed to children when it has actual 
knowledge that it is collecting personal information directly from users of another Web site or 
online service directed to children. 


(3) A Web site or online service that is directed to children under the criteria set forth in 
paragraph (1) of this definition, but that does not target children as its primary audience, shall not 
be deemed directed to children if it: 


(i) Does not collect personal information from any visitor prior to collecting age information; and 


(ii) Prevents the collection, use, or disclosure of personal information from visitors who identify 
themselves as under age 13 without first complying with the notice and parental consent 
provisions of this part. 


(4) A Web site or online service shall not be deemed directed to children solely because it refers 
or links to a commercial Web site or online service directed to children by using information 
location tools, including a directory, index, reference, pointer, or hypertext link. 


$312.3 Regulation of unfair or deceptive acts or practices in connection with the collection, use, 
and/or disclosure of personal information from and about children on the Internet. 


General requirements. It shall be unlawful for any operator of a Web site or online service 
directed to children, or any operator that has actual knowledge that it is collecting or maintaining 
personal information from a child, to collect personal information from a child in a manner that 
violates the regulations prescribed under this part. Generally, under this part, an operator must: 


(a) Provide notice on the Web site or online service of what information it collects from children, 
how it uses such information, and its disclosure practices for such information (§312.4(b)); 


(b) Obtain verifiable parental consent prior to any collection, use, and/or disclosure of personal 
information from children ($312.5); 


(c) Provide a reasonable means for a parent to review the personal information collected from a 
child and to refuse to permit its further use or maintenance (§312.6); 


(d) Not condition a child's participation in a game, the offering of a prize, or another activity on 
the child disclosing more personal information than is reasonably necessary to participate in such 
activity (§312.7); and 


(e) Establish and maintain reasonable procedures to protect the confidentiality, security, and 
integrity of personal information collected from children ($312.8). 


$312.4 Notice. 


(a) General principles of notice. It shall be the obligation of the operator to provide notice and 
obtain verifiable parental consent prior to collecting, using, or disclosing personal information 
from children. Such notice must be clearly and understandably written, complete, and must 
contain no unrelated, confusing, or contradictory materials. 


(b) Direct notice to the parent. An operator must make reasonable efforts, taking into account 
available technology, to ensure that a parent of a child receives direct notice of the operator's 
practices with regard to the collection, use, or disclosure of personal information from children, 
including notice of any material change in the collection, use, or disclosure practices to which 
the parent has previously consented. 


(c) Content of the direct notice to the parent—(1) Content of the direct notice to the parent under 
§312.5(c)(1) (Notice to Obtain Parent's Affirmative Consent to the Collection, Use, or Disclosure 
of a Child's Personal Information). This direct notice shall set forth: 


(i) That the operator has collected the parent's online contact information from the child, and, if 
such is the case, the name of the child or the parent, in order to obtain the parent's consent; 


(ii) That the parent's consent is required for the collection, use, or disclosure of such information, 
and that the operator will not collect, use, or disclose any personal information from the child if 
the parent does not provide such consent; 


(ii1) The additional items of personal information the operator intends to collect from the child, 
or the potential opportunities for the disclosure of personal information, should the parent 
provide consent; 


(iv) A hyperlink to the operator's online notice of its information practices required under 
paragraph (d) of this section; 


(v) The means by which the parent can provide verifiable consent to the collection, use, and 
disclosure of the information; and 


(vi) That if the parent does not provide consent within a reasonable time from the date the direct 
notice was sent, the operator will delete the parent's online contact information from its records. 


(2) Content of the direct notice to the parent under §312.5(c)(2) (Voluntary Notice to Parent of a 
Child's Online Activities Not Involving the Collection, Use or Disclosure of Personal 
Information). Where an operator chooses to notify a parent of a child's participation in a Web site 
or online service, and where such site or service does not collect any personal information other 
than the parent's online contact information, the direct notice shall set forth: 


(i) That the operator has collected the parent's online contact information from the child in order 
to provide notice to, and subsequently update the parent about, a child's participation in a Web 
site or online service that does not otherwise collect, use, or disclose children's personal 
information; 


(ii) That the parent's online contact information will not be used or disclosed for any other 
purpose; 


(ii1) That the parent may refuse to permit the child's participation in the Web site or online 
service and may require the deletion of the parent's online contact information, and how the 
parent can do so; and 


(iv) A hyperlink to the operator's online notice of its information practices required under 
paragraph (d) of this section. 


(3) Content of the direct notice to the parent under §312.5(c)(4) (Notice to a Parent of Operator's 
Intent to Communicate with the Child Multiple Times). This direct notice shall set forth: 


(i) That the operator has collected the child's online contact information from the child in order 
to provide multiple online communications to the child; 


(ii) That the operator has collected the parent's online contact information from the child in order 
to notify the parent that the child has registered to receive multiple online communications from 
the operator; 


(iii) That the online contact information collected from the child will not be used for any other 
purpose, disclosed, or combined with any other information collected from the child; 


(iv) That the parent may refuse to permit further contact with the child and require the deletion of 
the parent's and child's online contact information, and how the parent can do so; 


(v) That if the parent fails to respond to this direct notice, the operator may use the online contact 
information collected from the child for the purpose stated in the direct notice; and 


(vi) A hyperlink to the operator's online notice of its information practices required under 
paragraph (d) of this section. 


(4) Content of the direct notice to the parent required under §312.5(c)(5) (Notice to a Parent In 
Order to Protect a Child's Safety). This direct notice shall set forth: 


(i) That the operator has collected the name and the online contact information of the child and 
the parent in order to protect the safety of a child; 


(ii) That the information will not be used or disclosed for any purpose unrelated to the child's 
safety; 


(ii1) That the parent may refuse to permit the use, and require the deletion, of the information 
collected, and how the parent can do so; 


(iv) That if the parent fails to respond to this direct notice, the operator may use the information 
for the purpose stated in the direct notice; and 


(v) A hyperlink to the operator's online notice of its information practices required under 
paragraph (d) of this section. 


(d) Notice on the Web site or online service. In addition to the direct notice to the parent, an 
operator must post a prominent and clearly labeled link to an online notice of its information 
practices with regard to children on the home or landing page or screen of its Web site or online 
service, and, at each area of the Web site or online service where personal information is 
collected from children. The link must be in close proximity to the requests for information in 
each such area. An operator of a general audience Web site or online service that has a separate 
children's area must post a link to a notice of its information practices with regard to children on 
the home or landing page or screen of the children's area. To be complete, the online notice of 
the Web site or online service's information practices must state the following: 


(1) The name, address, telephone number, and email address of all operators collecting or 
maintaining personal information from children through the Web site or online service. Provided 
that: The operators of a Web site or online service may list the name, address, phone number, 
and email address of one operator who will respond to all inquiries from parents concerning the 
operators' privacy policies and use of children's information, as long as the names of all the 
operators collecting or maintaining personal information from children through the Web site or 
online service are also listed in the notice; 


(2) A description of what information the operator collects from children, including whether the 
Web site or online service enables a child to make personal information publicly available; how 
the operator uses such information; and, the operator's disclosure practices for such information; 
and 


(3) That the parent can review or have deleted the child's personal information, and refuse to 
permit further collection or use of the child's information, and state the procedures for doing so. 


$312.5 Parental consent. 


(a) General requirements. (1) An operator is required to obtain verifiable parental consent before 
any collection, use, or disclosure of personal information from children, including consent to any 
material change in the collection, use, or disclosure practices to which the parent has previously 
consented. 


(2) An operator must give the parent the option to consent to the collection and use of the child's 
personal information without consenting to disclosure of his or her personal information to third 
patties. 


(b) Methods for verifiable parental consent. (1) An operator must make reasonable efforts to 
obtain verifiable parental consent, taking into consideration available technology. Any method to 
obtain verifiable parental consent must be reasonably calculated, in light of available technology, 
to ensure that the person providing consent is the child's parent. (2) Existing methods to obtain 
verifiable parental consent that satisfy the requirements of this paragraph include: 


(i) Providing a consent form to be signed by the parent and returned to the operator by postal 
mail, facsimile, or electronic scan; 


(ii) Requiring a parent, in connection with a monetary transaction, to use a credit card, debit card, 
or other online payment system that provides notification of each discrete transaction to the 
primary account holder; 


(ii1) Having a parent call a toll-free telephone number staffed by trained personnel; 
(iv) Having a parent connect to trained personnel via video-conference; 


(v) Verifying a parent's identity by checking a form of government-issued identification against 
databases of such information, where the parent's identification is deleted by the operator from 
its records promptly after such verification is complete; or 


(vi) Provided that, an operator that does not “disclose” (as defined by §312.2) children's personal 
information, may use an email coupled with additional steps to provide assurances that the 
person providing the consent is the parent. Such additional steps include: Sending a confirmatory 
email to the parent following receipt of consent, or obtaining a postal address or telephone 
number from the parent and confirming the parent's consent by letter or telephone call. An 
operator that uses this method must provide notice that the parent can revoke any consent given 
in response to the earlier email. 


(3) Safe harbor approval of parental consent methods. A safe harbor program approved by the 
Commission under §312.11 may approve its member operators’ use of a parental consent method 
not currently enumerated in paragraph (b)(2) of this section where the safe harbor program 
determines that such parental consent method meets the requirements of paragraph (b)(1) of this 
section. 


(c) Exceptions to prior parental consent. Verifiable parental consent is required prior to any 
collection, use, or disclosure of personal information from a child except as set forth in this 
paragraph: 


(1) Where the sole purpose of collecting the name or online contact information of the parent or 
child is to provide notice and obtain parental consent under §312.4(c)(1). If the operator has not 
obtained parental consent after a reasonable time from the date of the information collection, the 
operator must delete such information from its records; 


(2) Where the purpose of collecting a parent's online contact information is to provide voluntary 
notice to, and subsequently update the parent about, the child's participation in a Web site or 
online service that does not otherwise collect, use, or disclose children's personal information. In 
such cases, the parent's online contact information may not be used or disclosed for any other 
purpose. In such cases, the operator must make reasonable efforts, taking into consideration 
available technology, to ensure that the parent receives notice as described in §312.4(c)(2); 


(3) Where the sole purpose of collecting online contact information from a child is to respond 

directly on a one-time basis to a specific request from the child, and where such information is 
not used to re-contact the child or for any other purpose, is not disclosed, and is deleted by the 
operator from its records promptly after responding to the child's request; 


(4) Where the purpose of collecting a child's and a parent's online contact information is to 
respond directly more than once to the child's specific request, and where such information is not 
used for any other purpose, disclosed, or combined with any other information collected from the 
child. In such cases, the operator must make reasonable efforts, taking into consideration 
available technology, to ensure that the parent receives notice as described in §312.4(c)(3). An 
operator will not be deemed to have made reasonable efforts to ensure that a parent receives 
notice where the notice to the parent was unable to be delivered; 


(5) Where the purpose of collecting a child's and a parent's name and online contact information, 
is to protect the safety of a child, and where such information is not used or disclosed for any 
purpose unrelated to the child's safety. In such cases, the operator must make reasonable efforts, 
taking into consideration available technology, to provide a parent with notice as described in 
§312.4(c)(4); 


(6) Where the purpose of collecting a child's name and online contact information is to: 
(i) Protect the security or integrity of its Web site or online service; 

(ii) Take precautions against liability; 

(111) Respond to judicial process; or 


(iv) To the extent permitted under other provisions of law, to provide information to law 
enforcement agencies or for an investigation on a matter related to public safety; and where such 
information is not be used for any other purpose; 


(7) Where an operator collects a persistent identifier and no other personal information and such 
identifier is used for the sole purpose of providing support for the internal operations of the Web 
site or online service. In such case, there also shall be no obligation to provide notice under 
$312.4; or 


(8) Where an operator covered under paragraph (2) of the definition of Web site or online service 
directed to children in §312.2 collects a persistent identifier and no other personal information 
from a user who affirmatively interacts with the operator and whose previous registration with 
that operator indicates that such user is not a child. In such case, there also shall be no obligation 
to provide notice under §312.4. 


$312.6 Right of parent to review personal information provided by a child. 


(a) Upon request of a parent whose child has provided personal information to a Web site or 
online service, the operator of that Web site or online service is required to provide to that parent 
the following: 


(1) A description of the specific types or categories of personal information collected from 
children by the operator, such as name, address, telephone number, email address, hobbies, and 
extracurricular activities; 


(2) The opportunity at any time to refuse to permit the operator's further use or future online 
collection of personal information from that child, and to direct the operator to delete the child's 
personal information; and 


(3) Notwithstanding any other provision of law, a means of reviewing any personal information 
collected from the child. The means employed by the operator to carry out this provision must: 


(i) Ensure that the requestor is a parent of that child, taking into account available technology; 
and 


(ii) Not be unduly burdensome to the parent. 


(b) Neither an operator nor the operator's agent shall be held liable under any Federal or State 
law for any disclosure made in good faith and following reasonable procedures in responding to 
a request for disclosure of personal information under this section. 


(c) Subject to the limitations set forth in §312.7, an operator may terminate any service provided 
to a child whose parent has refused, under paragraph (a)(2) of this section, to permit the 
operator's further use or collection of personal information from his or her child or has directed 
the operator to delete the child's personal information. 


$312.7 Prohibition against conditioning a child's participation on collection of personal 
information. 


An operator is prohibited from conditioning a child's participation in a game, the offering of a 
prize, or another activity on the child's disclosing more personal information than is reasonably 
necessary to participate in such activity. 


$312.8 Confidentiality, security, and integrity of personal information collected from children. 


The operator must establish and maintain reasonable procedures to protect the confidentiality, 
security, and integrity of personal information collected from children. The operator must also 
take reasonable steps to release children's personal information only to service providers and 
third parties who are capable of maintaining the confidentiality, security and integrity of such 
information, and who provide assurances that they will maintain the information in such a 
manner. 


$312.9 Enforcement. 


Subject to sections 6503 and 6505 of the Children's Online Privacy Protection Act of 1998, a 
violation of a regulation prescribed under section 6502 (a) of this Act shall be treated as a 
violation of a rule defining an unfair or deceptive act or practice prescribed under section 
18(a)(1)(B) of the Federal Trade Commission Act (15 U.S.C. 57a(a)(1)(B)). 


§312.10 Data retention and deletion requirements. 


An operator of a Web site or online service shall retain personal information collected online 
from a child for only as long as is reasonably necessary to fulfill the purpose for which the 
information was collected. The operator must delete such information using reasonable measures 
to protect against unauthorized access to, or use of, the information in connection with its 
deletion. 


§312.11 Safe harbor programs. 


(a) In general. Industry groups or other persons may apply to the Commission for approval of 
self-regulatory program guidelines (“safe harbor programs”). The application shall be filed with 
the Commission's Office of the Secretary. The Commission will publish in the Federal Register a 
document seeking public comment on the application. The Commission shall issue a written 
determination within 180 days of the filing of the application. 


(b) Criteria for approval of self-regulatory program guidelines. Proposed safe harbor programs 
must demonstrate that they meet the following performance standards: 


(1) Program requirements that ensure operators subject to the self-regulatory program guidelines 
(“subject operators”) provide substantially the same or greater protections for children as those 
contained in §§312.2 through 312.8, and 312.10. 


(2) An effective, mandatory mechanism for the independent assessment of subject operators’ 
compliance with the self-regulatory program guidelines. At a minimum, this mechanism must 
include a comprehensive review by the safe harbor program, to be conducted not less than 
annually, of each subject operator's information policies, practices, and representations. The 
assessment mechanism required under this paragraph can be provided by an independent 
enforcement program, such as a seal program. 


(3) Disciplinary actions for subject operators’ non-compliance with self-regulatory program 
guidelines. This performance standard may be satisfied by: 


(i) Mandatory, public reporting of any action taken against subject operators by the industry 
group issuing the self-regulatory guidelines; 


(ii) Consumer redress; 


(ii1) Voluntary payments to the United States Treasury in connection with an industry-directed 
program for violators of the self-regulatory guidelines; 


(iv) Referral to the Commission of operators who engage in a pattern or practice of violating the 
self-regulatory guidelines; or 


(v) Any other equally effective action. 


(c) Request for Commission approval of self-regulatory program guidelines. A proposed safe 
harbor program's request for approval shall be accompanied by the following: 


(1) A detailed explanation of the applicant's business model, and the technological capabilities 
and mechanisms that will be used for initial and continuing assessment of subject operators' 


fitness for membership in the safe harbor program; 


(2) A copy of the full text of the guidelines for which approval is sought and any accompanying 
commentary; 


(3) A comparison of each provision of §§312.2 through 312.8, and 312.10 with the 
corresponding provisions of the guidelines; and 


(4) A statement explaining: 


(i) How the self-regulatory program guidelines, including the applicable assessment mechanisms, 
meet the requirements of this part; and 


(11) How the assessment mechanisms and compliance consequences required under paragraphs 
(b)(2) and (b)(3) provide effective enforcement of the requirements of this part. 


(d) Reporting and recordkeeping requirements. Approved safe harbor programs shall: 

(1) By July 1, 2014, and annually thereafter, submit a report to the Commission containing, at a 
minimum, an aggregated summary of the results of the independent assessments conducted 
under paragraph (b)(2) of this section, a description of any disciplinary action taken against any 
subject operator under paragraph (b)(3) of this section, and a description of any approvals of 
member operators’ use of a parental consent mechanism, pursuant to §312.5(b)(3); 


(2) Promptly respond to Commission requests for additional information; and 


(3) Maintain for a period not less than three years, and upon request make available to the 
Commission for inspection and copying: 


(i) Consumer complaints alleging violations of the guidelines by subject operators; 


(11) Records of disciplinary actions taken against subject operators; and 


(iii) Results of the independent assessments of subject operators’ compliance required under 
paragraph (b)(2) of this section. 


(e) Post-approval modifications to self-regulatory program guidelines. Approved safe harbor 
programs must submit proposed changes to their guidelines for review and approval by the 
Commission in the manner required for initial approval of guidelines under paragraph (c)(2) of 
this section. The statement required under paragraph (c)(4) of this section must describe how the 
proposed changes affect existing provisions of the guidelines. 


(f) Revocation of approval of self-regulatory program guidelines. The Commission reserves the 
right to revoke any approval granted under this section if at any time it determines that the 
approved self-regulatory program guidelines or their implementation do not meet the 
requirements of this part. Safe harbor programs that were approved prior to the publication of the 
Final Rule amendments must, by March 1, 2013, submit proposed modifications to their 
guidelines that would bring them into compliance with such amendments, or their approval shall 
be revoked. 


(g) Operators’ participation in a safe harbor program. An operator will be deemed to be in 
compliance with the requirements of §§312.2 through 312.8, and 312.10 if that operator 
complies with Commission-approved safe harbor program guidelines. In considering whether to 
initiate an investigation or bring an enforcement action against a subject operator for violations 
of this part, the Commission will take into account the history of the subject operator's 
participation in the safe harbor program, whether the subject operator has taken action to remedy 
such non-compliance, and whether the operator's non-compliance resulted in any one of the 
disciplinary actions set forth in paragraph (b)(3). 
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§312.12 Voluntary Commission Approval Processes. 


(a) Parental consent methods. An interested party may file a written request for Commission 
approval of parental consent methods not currently enumerated in §312.5(b). To be considered 
for approval, a party must provide a detailed description of the proposed parental consent 
methods, together with an analysis of how the methods meet §312.5(b)(1). The request shall be 
filed with the Commission's Office of the Secretary. The Commission will publish in the Federal 
Register a document seeking public comment on the request. The Commission shall issue a 
written determination within 120 days of the filing of the request; and 


(b) Support for internal operations of the Web site or online service. An interested party may file 
a written request for Commission approval of additional activities to be included within the 

definition of support for internal operations. To be considered for approval, a party must provide 
a detailed justification why such activities should be deemed support for internal operations, and 


an analysis of their potential effects on children’s online privacy. The request shall be filed with 
the Commission's Office of the Secretary. The Commission will publish in the Federal Register a 
document seeking public comment on the request. The Commission shall issue a written 
determination within 120 days of the filing of the request. 


$312.13 Severability. 


The provisions of this part are separate and severable from one another. If any provision is 
stayed or determined to be invalid, it is the Commission's intention that the remaining provisions 
shall continue in effect. 


